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Abstract

This study employs the PRISM.A methodology to conduct a comprebensive review, aiming to examine the current state of information security
in an information society. The study specifically focuses on the methods used to access protected information. The review consolidates findings from

multiple scholarly sources, emphasizing common dangers, measures for mitigation, and optimal approaches to protecting digital information. The
evaluation procedure involved conducting an extensive search across various academic databases such as Science Direct, Scopus, Web of Sciences,

PubMed, and DOAJ, where a total of 105 documents were found, comprising 85 papers and 20 reports. The findings highlight the complex
and diverse aspects of information security, emphasiging the need for a comprebensive approach that incorporates technological, organizational,

and human components. The analysis demonstrates that althongh there have been notable advancements in the creation of advanced security
measures, there are still obstacles to overcome, such as the emergence of new threats and the necessity for ongoing adjustment. The paper also
highlights deficiencies in existing research, proposing areas for future exploration to strengthen the security position of information systems in a
progressively networked world. This systematic review enbances existing knowledge by presenting a comprebensive overview of the current state of
information security. It provides valuable insights for researchers, practitioners, and policymatkers who are committed to safeguarding sensitive
information in a society driven by information.
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INTRODUCTION

According to Hasnayen (2016), information is considered the lifeblood of contemporary organisations, serving
as a crucial asset in the context of today's IT-enabled world. This is particularly evident in the case of
governments, where the importance of information is paramount. The interconnectedness of I'T systems and
networks facilitates the exchange of data and provision of services among various organisations and individuals.
The potential for both opportunities and challenges arises when considering the vulnerability of data if it is
accessed by unauthorised sources (Thakuriah et al., 2017). According to Ismagilova et al. (2019), in order to
ensure that citizens have access to and can benefit from high-quality information and services, it is crucial to
design and construct information systems that are capable of efficiently collecting, analysing, and delivering the
required information and services. Additionally, these information systems should be able to protect the
confidentiality, integrity, and availability of the information and services they provide. There has been a
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significant amount of research conducted on the topic of information security, with a particular focus on
cybercrime and ethical behaviour in relation to information.

Numerous studies have explored various aspects of these subjects, aiming to gain a deeper understanding of
the challenges and implications they present. Researchers have examined different types of cybercrimes, such
as hacking, identity theft, and online fraud, in order to identify patterns, motives, and potential countermeasures.
Additionally, investigations have been carried out to investigate the ethical considerations surrounding the use
and protection of information, including issues related to privacy, data breaches, and responsible information
handling. These research efforts have contributed to the development of strategies and best practices for
enhancing information security and promoting ethical behaviour in the digital age. In an attempt to ascertain
the state of information security within the context of the information society, the researcher explored the
perspectives of Bangladesh (Karlsson & Astrom, 2015).

Information security refers to the safeguarding of all information assets from any type of misuse, damage, ot
unexpected consequences. This encompasses the protection of data stored in computer systems, ensuring the
reliability of business operations, and keeping highly qualified employees along with their valuable expertise.
Information and Communication Technology enables us to effectively utilise, access, and utilise information,
as well as share knowledge in many human activities, leading to the development of economies and societies
that are centred around information and knowledge. These platforms have the ability to facilitate the utilisation
of diverse information by users, enabling them to make informed decisions and enhance the level of
information security (Hadad, 2017).

The Internet, as a modern communication medium, has profoundly altered the manner in which individuals
consume, work, and connect. Consequently, it has transformed society into what is widely recognised as the
"Information Society" (Carmody, 2013). The phrase remains undefined and its consequences are not fully
understood. Furthermore, Information security (InfoSec) also empowers organisations to safeguard both digital
and analogue information. InfoSec encompasses the protection of encryption, mobile computing, social media,
and infrastructure and networks that include private, financial, and business information (Weiss, 2010). Both
government and private organisations employ information security for many reasons in the information society
(Gil-Garcia & Pardo, 2005). The primary goals of InfoSec are often focused on guaranteeing the confidentiality,
integrity, and availability of corporate information. InfoSec encompasses multiple domains and necessitates the
deployment of diverse security measures, such as application security, infrastructure security, encryption,
incident response, vulnerability management, and disaster recovery (Von Solms, & Van Niekerk, 2013).

Information system and network security have emerged as a fundamental concern in today's society due to the
increasing significance of information in safeguarding and advancing human life on a daily basis. Litvinenko et
al. (2022) asserted that industrialised countries have recognised the crucial importance of security and have
implemented measures to tackle this issue. In contrast, developing countries are still far from being able to
ensure this fundamental right. Risks to the Information Society were arising at vatious levels, including the
content, network, and physical levels. However, technology alone cannot achieve information security. To
effectively address network threats and establish a safe information society, it is imperative to implement both
comprehensive preventive measures and enforcement measures (Bhuiyan et al., 2024).

Background Information

The government has demonstrated its dedication to ICT by sending a highly influential delegation led by the
Honourable Prime Minister to the World Summit on the Information Society (WSIS). This delegation shares
the collective vision of creating an information society that utilises the full potential of ICT to advance the
development objectives outlined in the Millennium Declaration. These objectives include eliminating extreme
poverty and hunger, ensuring universal primary education, and fostering global partnerships to achieve a more
peaceful, equitable, and prosperous world (Al-Mamun et al., 2024). The Bangladesh Government, like other
nations, acknowledges the crucial significance of science in the advancement of the information society
(Bhuiyan et al., 2023). They also recognise the essential importance of education, knowledge, information, and
communication in human development, progress, and well-being. The government has affirmed its
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commitment to enable the impoverished, especially those residing in distant, rural, and marginalised urban
regions, to obtain information and utilise ICT's as a means to aid their endeavours in escaping poverty.

Statement of the Problem

There is a significant amount of literature on the impact of ICT in different areas of society and socioeconomic
progress, including education, administration, organizational dynamics, project management, service delivery,
and healthcare (Poli et al., 2024). Information security in Bangladesh is a significant issue that can protect
individuals, specific target groups, organizations, and even the state itself. In Bangladesh, the absence of
information security prompts individuals to seek opportunities to exploit networks, systems, data, and operators
for financial benefits (Islam & Bhuiyan, 2022). The researcher dedicates time and effort to facilitating access to
information for all members of the information society. Furthermore, the significant impact of ICT on
socioeconomic development is highlighted, demonstrating the interconnections between society, technology,
business, and governmental policy (Islam et al., 2024).

Research Gap

Many underdeveloped nations, like Bangladesh, face constraints in accessing information. The available access
is also not economical due to the insufficient infrastructure and lack of proper knowledge (Akhter et al., 2023).
The issues arise from the absence of a cohesive computer security system and insufficient awareness regarding
computer security (Yaacoub et al., 2022). Hence, it is imperative to foster cooperation, collaboration, and
investment in order to enhance security measures and cultivate a culture that prioritises security concerns. In
business and other interactions, trust is crucial and can be established when the participants have confidence in
the security of the transaction (Bhuiyan et al., 2024). From a commercial standpoint, security should be regarded
as a means to facilitate corporate operations rather than as an expense. Furthermore, it is imperative to
implement additional initiatives focused on cybercrime legislation, as well as enhancing enforcement capacity
building and conducting training courses across the entire nation (Eboibi, 2020). The country's policies should
encompass privacy rules, trust marks, and other self-regulatory measures to facilitate the development of
products and provision of services. Additionally, it is crucial to execute the required measures to establish
customer confidence (Prastyanti, & Sharma, 2024).

Objectives of the Study
Identify alternative methods for securely obtaining information inside the information society.
Assess the information system security needs and priorities for a developing country such as Bangladesh.

Identify certain suggestions for securely sharing information with the information society.

LITERATURE REVIEW

Mishra and Dhillon (2010) defined information systems in the context of security governance as a means of
creating and sustaining a controlled environment. This environment is necessary for the management of risks
associated with the confidentiality, integrity, and availability of information and the processes and systems that
support it. The current mechanical definition fails to consider the significance of the audit process for systems
and the management of security details at the operational level of business processes. The Certified Information
Systems Auditor (CISA) review manual defines information security governance as a focused activity that
prioritises the integrity of information, continuity of services, and protection of information assets (Njenga &
Brown, 2012).

Information security is a subject of increasing concern for the majority of enterprises. Based on the Global
Security Survey conducted by Vielberth et al. (2020), the primary focus of concern in information security has
shifted towards the human factor. The poll revealed that 91% of respondents expressed apprehension regarding
staff security vulnerabilities, while 79% attributed information security failures to the human component. The
insider threat poses a greater danger compared to external threats, as an individual with insider access can
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quickly exploit their acquired skills and knowledge from lawful work responsibilities for unauthorised purposes
(Willison & Siponen, 2009).

The implementation of appropriate security policies is essential for ensuring the successful governance of
information system security. Creating a security policy that is easy to understand and provides all necessary
information is crucial for effectively managing security. Disseminating these policies to employees improves
their acceptance and leads to more effective application of those policies (Flores & Ekstedt, 2014). Reseatrchers
that prioritise the organisational aspect of comprehensive information system security governance contend that
responsibility and accountability within organisational structures are crucial prerequisites for achieving
successful security governance (Bhuiyan & Akter, 2024). Management establishes responsibility and
accountability within organisational structures to cultivate a sense of ownership among employees towards
information security procedures (Lee & Park, 2019).

Strict adherence to security governance rules can only be accomplished by implementing and enforcing internal
controls. Regular evaluation of internal controls is crucial for optimising operational efficiency, resulting in
reduced vulnerabilities and better-quality security management. Consequently, it is advisable to possess and
implement systems and security procedures to achieve the desired outcome in security management (Rendon
& Rendon, 2022).

The Information and Communication Technology Act and the Right to Information Act are significant laws
pertaining to e-government (Ahmad, 2021). Bangladesh has been actively working towards implementing the
e-Government Service Act and Digital Security Act, recognising the need for legal frameworks for cyber
security and e-government. However, the proposed laws are either rejected or awaiting a decision.

Major ICT based Bangladeshi laws.

Table 1: Bangladesh’s laws in ICT and e-Government

Category Law

Foundation for Information Society *  Information & Communication Technology Act, 2009

-Government
* Right to Information Act, 2009

Information Administration)
Service [Promotion for

* Bangladesh High-tech Park Authority Act
Promotion nformatization

*  BCC Act, 1990

environment

* Information & Communication Technology Act, 2009
Adverse Effect Protection ¢ Telecommunication Act, 2001

* Digital Security Act, 2018

* Information & Communication Technology Act, 2009
ICT Industry Development
*  Telecommunication Act, 2001

Researchers stress the significance of including human factors in security management. They suggest that the
governance of information systems security should align with management's aims, attitudes, and beliefs toward
the organization's informational assets. Policies and controls lack human concerns (Bhuiyan et al., 2024).
Effective execution of the rules and policies can only be achieved when individuals are capable of harmonizing
their personal value system with the management. The researchers unanimously agree that when there is a
mismatch between individual and corporate objectives, there is an increased risk of security breaches in
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information systems by insiders within the organization. Therefore, it is recommended to regard employees as
owners of information assets (Abdulrasool & Turnbull, 2020).

METHODOLOGY

The search was conducted utilizing widely recognized global databases including Science Direct, Scopus, Web
of Sciences, PubMed, and DOAJ, in accordance with the guidelines outlined in the PRISMA statement of 2020
(Bhuiyan & Akter, 2024). The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)
is a well-established and widely recognized framework that provides a standardized set of essential elements for
accurately documenting and reporting the findings of meta-analyses and systematic reviews. It is based on
rigorous evidence and has been extensively utilized in the field (Molla et al., 2023). The PRISMA guidelines
primarily focus on promoting the accurate reporting of systematic reviews and meta-analyses that evaluate
randomized controlled trials (RCTSs). This framework can also be utilized as a structural basis for documenting
systematic reviews of various types of research, particularly assessments of therapeutic interventions. Providing
a comprehensive and detailed description of the techniques and results of systematic reviews is of utmost
importance in order to enable consumers to assess the dependability and pertinence of the conclusions drawn
from the review (Poli et al., 2024).

The research approach employed a systematic use of specific keywords, including but not limited to
Information Systems, ICT laws, Information Society, Information Security, and priorities. Exclusion criteria
are applied to eliminate any records that do not align with the selected keywords or study subjects, as stated by
Molla et al. (2023). When making decisions about the rejection of publications and reports, it is important to
take into account various additional factors (Mia et al., 2024). These factors include the availability of insufficient
data, the presence of papers written in multiple languages, the existence of varied outcomes, and the
disconnected nature of impacts and findings. During the examination, an additional 85 papers and 20 reports
were discovered by the researchers, as depicted in Figure 1.
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Identification of studies on Information Security for an Information Society via
Web of Science, Scopus, PubMed, DOAJ, SCImago and Registers

Records identified from*:

§ Databases (n = 1890) Records removed before screening:

4 Scopus 1 (n =590) Duplicate records removed (n =225)

g Web of Science 2 (n = 460) > Records marked as ineligible by

: PubMed 3 (n = 380) automation tools (n = 155)

E DOAJ 4 (n=330) Records removed for other reasons
SClmago 5 (n = 130) (n=70)

Registers (n =0)

h 4

Records screened Records excluded*™
(n =1440) (n =655)

A 4

Reports sought for retrieval > Reports not retrieved
g (n=785) (n =140)
ko
3 v
Reports assessed for eligibility Reports excluded:
(n =645) —®| Insufficient Results 1 (n =215)

Language Barriers 2 (n =155)
Not Observational Study 3 (n =115)
Result Research Elsewhere 4 (n =55)

v
Studies included in review
§ (n =85)
Reports of included studies
2 (n =20)

Figure 1: PRISMA Based Systematic Review
Source: (Haddaway et al., 2022).

DISCUSSION

Info-Tech determines its annual security objectives by gathering primary data through interviews with security
and IT leaders. They also consider information from their 2023 Tech Trends research and the upcoming State
of Hybrid Work in I'T: A Trend research, which will be published in March 2023 in figure 2. The new security
ptiorities report centres on data that provides specific information regarding the anticipated alterations in
procedures and IT infrastructure as a result of hybrid work (Venkateswaran et al., 2022), apprehensions and
perspectives concerning preparedness to comply with existing and forthcoming legislation, and the influence
of a prospective economic downturn on security budgets in figure 2.
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The Five Security Priorities for 2023

Each organization is different, so a generic list of security priorities will not be applicable to every organization.
Identify your needs and analyze your capabilities, then decide on your 2023 security priorities.

Yy
A

Maintain Secure ,/ Respond to
Hybrid Workforce \ Regulatory Changes

e
N\

Secure Services
and Applications

Secure
Organizational
Modernizat

Adopt Next-Gen
Cybersecurity
Technologies

INFO~TECH

Figure 2: Security Priorities
Source: Info-Tech's Security Priorities 2023

During the pandemic, there has been a notable shift in the way individuals approach work, both in terms of
their work practices and their preferred work locations. Many individuals have embraced a hybrid work model,
which combines elements of remote work and in-person work. This model allows individuals to have more
flexibility in choosing when and where they work, while still maintaining some level of face-to-face interaction
(Venkateswaran et al., 2022). It is worth noting that this preference for a hybrid work model has persisted even
as the pandemic situation has evolved. Notwithstanding the multitude of cybersecurity risks, organizations
persist in their pursuit of modernization plans, driven by the overarching advantages they offer in the long run
(Burns et al,, 2019). The frequency of government-enacted regulatory changes is steadily rising. Instead of
perceiving these changes as a mere compliance burden, it is advisable for organizations to view them as a
valuable opportunity to enhance their security practices. The ongoing dynamic between threat actors and
defenders resembles a cat-and-mouse game. The inquiry regarding the potential for improvement among
defenders has been addressed through the expeditious advancement of technology. Typically, software
development occurs within the context of a supply chain rather than in isolated environments. This means that
software is often created as a collaborative effort involving multiple stakeholders and interconnected processes.
As evidenced by recent occurrences, such as the Log4j and Solar Winds incidents, it has become apparent that
the presence of a vulnerability within any component of the supply chain has the potential to serve as a vector
for threats.

Information Security in Worldwide Perspective

The diverse manifestations of information are the paramount resource of an organization. Consequently, lapses
in information security not only jeopardize the credibility of companies but also pose a potential threat to their
survival (Burns et al., 2019). Global Perspective seeks to encompass a wide array of topics and ideas that are
relevant to the field of information security. Our goal is to offer a comprehensive understanding of
contemporary concerns in the field of professional information security (Anu, 2022). This will be achieved
through an in-depth exploration of research and development, emerging technologies, tools, and practices, as
well as anticipated future challenges. The United States will employ all available means of national influence to
disrupt and dismantle individuals or groups whose actions pose a threat to our interests (L. Y. Hunter et al.,
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2024). These endeavors may incorporate diplomatic, informational, military (including both physical and cyber
aspects), financial, intelligence, and law enforcement capabilities in figure 3.

ITU Global Cybersecurity Index average score (2017-2020)

Z0
. 80

7a

20 2017

2017

2020

2018

2017

2020
2018

2020

2018 I

Least Developed Countries Other Developing Countries Developed Countries

Figure 3: Cyber Security Average Score (World-wide)

Source: ITU Global Cybersecurity Index 2020

How To Develop a Global Perspective in Information Security?

Information security is a rapidly changing and intricate domain that necessitates ongoing education and
adjustment. Nevertheless, if you solely concentrate on your immediate surroundings and difficulties, you can
overlook useful perspectives and prospects from different areas and societies (Taskeen & Garai, 2024).
Acquiring a comprehensive understanding of information security on a global scale can assist in improving your
abilities, expanding your professional connections, and enhancing the equilibrium between your work and
personal life. Here are some guidelines on how to accomplish the task.

Table 2: Global Perspective of IS

Global Perspective of IS

Description

Reference

Learn from diverse sources

A simple method to broaden one's worldview is to absotb information from many
sources and perspectives. One can stay updated on information security by subscribing
to the blogs, podcasts, newsletters, and social media accounts of global information
security specialists and organizations. Additionally, you have the option to peruse
books, atticles, reports, and case studies that delve into various facets and concerns of
information security within diverse contexts. By acquiring knowledge from a variety
of sources, you can develop a more profound comprehension of the worldwide
patterns, difficulties, and possibilities in the field of information security.

(Chen, 2017)
(Riahi & Islam, 2024)
(Ware & Healey, 2018)

Engage with global

communities

One further method to cultivate a worldwide outlook is to actively participate in
information security communities that transcend national and cultural boundaries.
One can participate in online forums, groups, chats, and platforms to engage with
information security professionals and enthusiasts from many countries and
backgrounds. Additionally, you have the opportunity to engage in webinars,
workshops, conferences, and events that facilitate connections with the worldwide
information security community. By actively participating in international
communities, you have the opportunity to share and receive ideas, experiences,
feedback, and support from your colleagues and mentors.

(Aksoy, 2024)
(Olson et al., 2024)

Work on cross-cultural projects

An effective method to cultivate a comprehensive understanding of global affairs is to
engage in information security initiatives that require cooperation and communication
across different cultures. Seck out possibilities to patticipate in or take charge of teams
focused on global-scale information security initiatives. Additionally, you have the
option to engage in volunteer wotk or make contributions to information security
initiatives that provide assistance to social causes or communities throughout various
regions of the globe. Engaging in cross-cultural initiatives enables the development of
technical, interpersonal, and leadership proficiencies.

(Riahi & Islam, 2024)
(Sylwia et al., 2024)

Travel and explore

One can cultivate a broader wotldview by embarking on journeys to diverse locations
and immersing oneself in various cultures. Utilize your ability to be flexible and mobile
in your business to visit or work from various areas. Additionally, you have the option
to strategically schedule your holidays or breaks to coincide with information security
events ot destinations that capture your attention. Additionally, you can utilize your

(Burton, 2020)
(Peeler et al., 2024)
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trip time to acquire knowledge of new languages, customs, and practices that are
relevant to the field of information security. Through the act of traveling and engaging
in exploration, one has the opportunity to enhance both their personal and
professional lives.

One last suggestion for cultivating a global outlook is to effectively manage your
priorities and prevent exhaustion. The field of information security can be arduous
and tense, particularly when one is consistently confronted with novel risks, problems,
and modifications. While staying informed about the worldwide information security
situation is crucial, it is equally critical to prioritize your physical and mental health as
well as nurture your relationships. One can establish limits, provide time for rest, assign
responsibilities to others, and request assistance when necessary. By effectively
prioritizing your tasks, you may sustain your love and excitement for information
security.

(Koltays et al., 2021)

Balance on priorities (T. Hunter et al., 2023)

Information Security for an Information Society in Bangladesh

Bangladesh is currently progressing rapidly towards the era of the information society, propelled by a powerful
and advantageous force. It is imperative for governments and politicians to recognize the importance of
developing a clear vision for the future of this endeavor (Faroque, 2024). Information security is the
implementation of measures to reduce the risks associated with the protection of information. Cybersecurity
encompasses the safeguarding of information systems and the data they handle, store, and send, to prevent
unauthorized access, use, disclosure, disruption, alteration, or destruction (Isakov et al., 2024). This include the
safeguarding of personal, sensitive or private, and financial information held in both online and offline styles.
To achieve effective information security, a thorough and interdisciplinary strategy is necessary, encompassing

individuals, procedures, and technology etc.

Key Findings

Table 3: Key Findings and Themes of the Study

Key Findings and Themes

Description

Reference

Artificial Intelligence (AI) and
Machine Learning (ML) Attacks

Research suggests an increasing worry around adversarial attacks on AI/ML systems.
Subsequent research should prioritize the development of resilient countermeasures
against these threats.

(Chiejina et al., 2024)

Internet of Things (IoT)
Security

The widespread adoption of IoT devices poses distinct security challenges. Research
should focus on investigating scalable security solutions specifically designed for IoT
contexts.

(Kokila & Reddy K, 2024)

Post-Quantum Cryptography

With the advancement of quantum computing, conventional cryptography
techniques may become outdated. Future research should give priotity to the
advancement and application of quantum-resistant algorithms.

(Wong & Bhatia, 2021)

Homomorphic Encryption

This encryption method allows for computations to be performed on encrypted data
without the requirement of decryption, therefore preserving the confidentiality of
the information. The objective of research should be to enhance the practicality and
efficiency of homomorphic encryption.

Maurya & Joshi, 2024
Y
(Gouert & Tsoutsos,
2024)

User Behavior and Awareness

Human error continues to pose a substantial security risk. To reduce this danger,
subsequent investigations should prioritize the development of efficient training
programs and awareness efforts.

(McIlwraith, 2021)

Social Engineering Defense
Mechanisms

Novel methodologies are required to combat intricate social engineering assaults that
manipulate the human mind.

(AkyesiL.men & Alhosban,
2024)

Data Privacy Regulations

A continuous study of compliance and its effects on information systems is required
due to the changing nature of data privacy rules, such as GDPR.

(Bakare et al., 2024)

Ethical Al in Security

It is of utmost importance to guarantee the ethicality of Al applications in terms of
security and prevent any infringement of user rights. Subsequent investigations
should focus on ethical principles and frameworks.

(Oladoyinbo et al., 2024)
(Fischer et al., 2024)

Technological Innovations

Blockchain technology provides potential answers for ensuring safe transactions and
maintaining data integrity. Subsequent investigations should examine its suitability in
domains other than cryptocurrencies.

(Adeoye, 2024)

Zero Trust Architecture

Further investigation is necessaty to comprehend the implementation difficulties and
advantages of this security paradigm, which operates under the assumption of no
inherent trust.

(Habbal et al., 2024)
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Implication
Policy Formulation in the Information Society

Pekari (2005) defines policy as a collection of concepts and strategies that provide guidance for achieving a
specific objective. Thus far, the primary focus in the formulation of information policy has revolved around
the appropriate approach for Nation States to handle the distribution of official information, the regulation of
information exchange between private and public entities in relation to copyright and privacy laws, and the
regulation of the fundamental infrastructure of information and communication technologies (Da Veiga et al.,
2020).

Policy Implications for the Information Society

The previous chapter examined the various hypotheses that explain the emergence and significant consequences
of the Information Society (Wiggberg et al., 2022). This endeavour fails to present a clear and cohesive depiction
of the true nature of the Information Society or how it ought to be regulated. However, it does provide insight
into the current matters that are being contested.

Theories regarding the impact of technological changes on society can be categorised into market or labour
force based approaches, ranging from basic assumptions to more complex concepts that analyse the economic
and social implications at a national level. These theories also acknowledge the growing necessity for an
international perspective (Wiggberg et al., 2022). These approaches emphasise the growth of the information
sector and the rising significance of knowledge work. They are based on the ideas of the information revolution
and the computerization of society, and encompass more comprehensive theories that connect these issues
with socio-political aspects. The shifts towards the growing Information Society manifest in various
dimensions, including modes of production and productivity, organisational and occupational structures,
technological advancements, power redistribution, cultural reformulation, and new scenarios of exclusion. In
order to address these aspects, it is necessary to develop policy strategies for the Information Society.

Suggestions And Recommendations for Information Society About Information Security

Bangladesh necessitates dependable physical and information communication technologies (ICT's). Both types
of infrastructure work together to provide crucial services in various areas like communications, emergency
services, energy, finance, food, government, health, transit, and water. Hence, in order to attain our economic
stability and democratic goals, we necessitate dependable physical and digital infrastructure. Physical assets are
becoming more reliant on the dependable operation of the digital infrastructure or critical information
infrastructure (CII) in order to provide services and carry out commercial activities. As a result, any major
disturbance to Critical Information Infrastructure (CII) might have an immediate and severe effect that extends
well beyond the Information and Communication Technology (ICT) sector (Oladoyinbo et al., 2024), and
hampers a nation's ability to carry out its critical tasks in other sectors. Hence, the security of critical information
infrastructure (CIIP) is a responsibility that falls upon every individual (Habbal et al., 2024).

This document is titled "The National Cybersecurity Strategy of Bangladesh". Implementing this step is crucial
for safeguarding our cyber domain from potential security threats, dangers, and problems that could jeopardise
national security. The Strategy pertains to the nation's national security strategy. The objective of this paper is
to establish a unified and comprehensive plan for the year 2021, aimed at ensuring the security and prospetity
of Bangladesh. This will be achieved by the coordination of cybersecurity activities among the government,
private sector, citizens, and foreign entities.

The National Cybersecurity Strategy provides a structured plan for organising and prioritising actions to
mitigate vulnerabilities to our cyberspace or key information infrastructure. In order to accomplish the
aforementioned objectives, this Strategy substantially enhances the prominence of cybersecurity within our
governments and establishes explicit roles and duties. Recognising the mutual susceptibility to cyber threats,
this Strategy also necessitates a collaboration between the public and private sectors to address the possible
vulnerability of privately owned vital infrastructures in the banking, utilities, and telecommunications sectors to
cyber-attacks.
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Furthermore, we acknowledge that cybersecurity is a worldwide problem that requires genuinely global
solutions. Hence, we pledge to actively participate in regional and worldwide collaborations to develop effective
solutions for tackling the cybersecurity issue, irrespective of the nature of the threat (Rashid et al., 2021).
Consequently, we are presenting this Strategy based on the Pillars of the International Telecommunication
Union's Global Cybersecurity Agenda (GCA). The Global Cybersecurity Alliance (GCA) has five key strategic
pillars and seven aims aimed at fostering collaboration among essential stakeholders in combating cyber threats.
Our objective is to assist the GCA in establishing itself as the primary framework for establishing a secure and
protected information society.

CONCLUSION

The Information and Communication Technology Division (ICTD) effectively addresses the increasing
disparity in access to digital technology across the country. The digital divide has been widening among various
demographic groups, including gender, urban and rural areas, socioeconomic status, literacy levels, and social
and corporate sectors. This study aims to demonstrate the effective utilization of digital opportunities in order
to bridge gaps and ensure the secure availability of information to the information society (Rodriguez-Abitia et
al., 2020). The researcher has discovered a comprehensive and practical information security manual that
encompasses all crucial aspects of information security. This manual is suitable for government agencies to
implement in order to safeguard their systems and information. The researcher aims to provide a collection of
information security concepts and measures that can be included into government legislation, regulations, and
standards related to information security in Bangladesh (Bhuiyan, 2023). An effective structure and
comprehensive set of rules will greatly facilitate the accreditation and certification of government systems,
ensuring the security of information and promoting an information society. Furthermore, the cyber security
ecosystem is a worldwide and dynamic system that encompasses the information infrastructure of both
government and private sectors. It involves the interaction of individuals, processes, data, information, and
communication technologies. It also takes into account the environment and factors that impact cyber security.
In order to enhance its presence in the ICT industry, as evidenced by its 'Digital Bangladesh' initiative,
Bangladesh must priorities cyber security (Rashid et al., 2021). This is crucial to maintain its appeal and
competitiveness as a destination for companies currently operating or planning to establish their businesses in
Bangladesh.

Limitations of the Study

This research is comprehensive, however, it does possess numerous limitations that require attention. Initially,
the PRISMA-based methodology, being a robust method for topic modeling, may not completely distinguish
between different themes (Rashid et al., 2021). This is particularly accurate in circumstances where the topics
are strongly interconnected or coincide with one other. It is likely that this will result in a lack of precision in
the identification of subjects. In the following analysis, our survey was limited to examining publications written
in the English language that were documented by the most esteemed datasets. The study was not conducted
due to time constraints, as the concepts of information society and information security are extensive. The
primary weakness of this study is its reliance solely on secondary sources. The analysis relied on the data
provided by the ICT division and new IT-related articles. Therefore, the assurance of data reliability can be
achieved. As information is constantly evolving, some of it may become outdated owing to updates in
knowledge and data.

Future Directions

The field of information security is characterized by its dynamic and multifaceted nature. Given the rapid pace
of technological advancements and the ever-evolving landscape of threats, it is imperative to engage in
continuous research endeavors in order to devise resilient and flexible security protocols (Bhuiyan, 2017). The
present systematic review, conducted in accordance with the PRISMA framework, aims to shed light on key
areas that warrant further investigation. The ultimate objective is to ensure the maintenance of secure
information systems within the context of an increasingly information-driven society. In the future, it is
anticipated that conceptual research models such as the Technology Acceptance Model (TAM), Theory of
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Planned Behavior (TPB), Theory of Reasoned Action (TRA), and Unified Theory of User Acceptance of
Technology (UTUAT) will be relevant and suitable for investigating this particular research domain (Amin et
al., 2024).
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