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INTRODUCTION 

Security is a crucial issue when it comes to banking. Banking security include safeguarding both the client and 
highly confidential personal information. Financial institutions, including banks, establish anti-fraud 
departments with the specific responsibility of preventing, detecting, and managing any kind of fraudulent 
activity. In recent years, the integration of digital technology in the banking sector and other financial service 
providers has seen significant growth. This phenomenon is closely linked to the growing prevalence of internet 
access and tech-savvy mobile phone users in the nation(Bank Mandiri, 2022). 

According to the 2020 Report to the Nations research conducted by the Association of Certified Fraud 
Examiners (ACFE), Indonesia has the highest number of financial fraud cases among the 16 Asia Pacific 
nations examined. Indonesia had a surge in financial fraud instances, with a total of 36 incidents within a year. 
This number surpasses both China's 33 cases and Australia's 29 difficulties(Lubis, Harahap, & Nuraini, 2021). 

Previous research (Mohan, Rajasekar, & Agriyanto, 2023) The Fintech revolution has accelerated and 
democratized access to financial services. Due to advancements in technology, individuals with traditional 
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This phenomena undoubtedly confers advantages onto financial services companies in Indonesia, notably by augmenting the degree of financial 
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risk of becoming harmful, due to the growing and varied dangers of financial crime. According to the 2020 Report to the Nations research 
conducted by the Association of Certified Fraud Examiners (ACFE), Indonesia has the highest number of financial fraud cases among the 16 
Asia Pacific nations included in the study. Indonesia had 36 financial fraud instances in a year, surpassing China's 33 cases and Australia's 
29 cases. The bank utilizes the dissemination of anti-fraud strategy materials, the endorsement of the anti-fraud declaration, and the 
establishment of the whistleblowing system to execute the four fundamental principles of the anti-fraud strategy. Financial institutions must have 
a fraud detection system capable of analyzing and identifying many forms of fraudulent activities.   
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accounts may now do their routine banking tasks from any location. Additionally, financial transactions now 
need the use of financial technology. Smartphone applications and online technologies have made it possible 
for those without bank accounts to conveniently use crucial financial services, like peer-to-peer lending and 
digital payments. Based on the findings of earlier studies (Shaymardanov & Vavrenyuk, 2022), Numerous 
charges, transactions, and logins occur on a daily basis. We were assigned the responsibility of developing an 
anti-fraud system to facilitate decision-making during the processing of bank payments. This report delineates 
the many issues encountered by several enterprises worldwide on a regular basis. The text outlines the 
architectural aspects of the solution's design patterns, as well as addressing the system's fault tolerance and 
scalability concerns. Other prior investigators (Dewi, Suharman, Koeswayo, & Tanzil, 2023) The research 
findings indicate a strong and statistically significant relationship between digital security, fraud brainstorming, 
and compliance management in preventing credit card fraud. Specifically, the t-statistic values for these variables 
are 6.161, 5.079, and 5.98, respectively, at a significance level of 5%.In addition, the moderating effect was 
tested and resulted in t-statistic values of 7.330, 4.161, and 7.694. Competency outcomes that are positively and 
significantly influential modify the association between these characteristics and the prevention of credit card 
theft. These results have significant implications for the policies of financial institutions and government 
agencies aiming to combat credit card theft by deploying preventive techniques (Sehrawat, Kumar, Nigam, 
Singh, & Goyal, 2020). 

The significance of this research lies in the digitalization of the financial services sector, driven by the 
advancement of technology in the current era. This has led to the transformation of conventional banking 
systems into digital platforms. However, the emergence of various digital banks that heavily rely on information 
technology has also resulted in an increase in fraudulent activities, causing financial losses for customers. 
Therefore, it is necessary to establish regulations that protect customers from fraud and ensure the feasibility 
and security of products and services in digital banking transactions. Additionally, digital banks must adhere to 
compliance requirements as organizers. The incidence of fraudulent activities in electronic banking is increasing 
annually. Cybercrime experts are constantly monitoring and validating network infrastructure and transaction 
systems. Organizations use dedicated Computer Security Incident Response Teams (CSIRTs) to safeguard 
security and counteract cyber assaults (Srokosz, Bobyk, Ksiezopolski, & Wydra, 2023). 

The objective of the study is to examine the legal protection system overseen by the competent authority, with 
a focus on electronic risks and the implementation of management practices including the phases of prevention, 
detection, handling, and monitoring. Monitoring involves the supervision of the feasibility of Digital Bank 
transaction activity products and/or services by the competent authority in the Financial Services Sector. The 
effectiveness of protection and supervision is contingent upon the compliance of Digital Banks with the various 
provisions imposed on their operations (Bank BRI, 2021). An analysis was conducted on the antifraud systems 
market. An investigation was conducted on ensemble approaches for resolving classification problems, as well 
as ways for reducing dimensionality (Domashova & Zabelina, 2021). 

RESEARCH METHODOLOGY 

The research methodology used in this study is doctrinal research. The author employs this research 
methodology to examine regulations and written laws that pertain directly to the legal protection of customers, 
supervision of digital banks, and compliance by digital banks. In this doctrinal study, the author examines and 
evaluates the content of the law by using legal theories. Legal doctrines are used to discover, create, or rebuild 
rules or principles in the field of law. This study employs a descriptive-analytical typology, whereby the 
descriptive aspect tries to provide a detailed account of a certain subject within a given area and timeframe. In 
this case, the researcher focuses primarily on the topic of law At a certain point in time, the researcher has a 
comprehensive understanding of the topic to be investigated, based on the collection of original data.in the 
form of raw data pertaining to the topic under investigation. This research employs a statutory methodology, 
which involves examining all laws pertaining to the legal matters being investigated (Puluhulawa, Puluhulawa, 
& Swarianata, 2022). 

RESULTS AND DISCUSSION 
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Are you aware that the majority of financial fraud occurs in the internet realm? According to the Financial 
Crime Report Q2 2021, about 93% of fraudulent activities connected to banking take place on the internet. 
Hence, it is essential for all financial institutions to endeavor in adopting an anti-banking fraud strategy, while 
simultaneously upholding the fundamental benefit of digital technology, which is an effortless and user-friendly 
client experience (Rohall, 2022). 

Anti-Fraud Refers to Measures and Strategies Used to Prevent and Detect Fraudulent 
Activities 

Banking anti-fraud encompasses a range of specialized approaches and procedures aimed at mitigating risk. 
Financial institutions are often targeted by fraudsters owing to their direct access to cash and their capacity to 
move them. Therefore, it is essential for banks and other financial institutions to possess cutting-edge and 
resilient fraud detection and prevention mechanisms in order to safeguard their assets, systems, and clientele. 
Fraud detection primarily concerns the identification of fraudulent activities carried out by individuals, while 
fraud prevention aims to hinder such activities from occurring in the first place. In practice, these two 
approaches are essentially interchangeable, since they are closely interconnected (Rohall, 2022). 

The Significance of Anti-Fraud Measures in the Banking Sector 

The function of  anti-fraud measures in the banking industry is crucial, particularly in the context of  
technological advancements. Cyberfraud continues to be a significant obstacle encountered by consumers 
and financial organizations in the current digital age. The absence of  appropriate decision support tools for 
efficient resource allocation hinders the effectiveness of  crime prevention efforts (Akinbowale, Mashigo, & 
Zerihun, 2024). 

Below are many crucial functions performed by anti-fraud measures in the banking industry: 

Fraud Prevention 

The main function of  anti-fraud measures is to deter and thwart fraudulent activities. Financial institutions 
use sophisticated technologies to oversee transactions and detect anomalous tendencies. 

 

Figure 1. Digital Bank Fraud Detection and Prevention 

Source: finance-monthly.com  

If  there is any atypical or questionable transaction activity detected on a customer's account, the anti -fraud 
department will promptly address and resolve the issue.This study focuses on the creation of  a technology 
that enhances access control efficiency by incorporating user behavior monitoring into a software system's 
user interface(Magomedov, Gusev, Ilin, & Nikulchev, 2021). 

Early Detection 
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When fraudulent activities take place, the anti-fraud department is responsible for promptly identifying and 
detecting such actions. The task will be expedited to promptly halt the fraudulent activity and minimize 
financial damages. 

 

Figure 2. Attractive oppertunities in the fraud deetction and prevention market 

Source: marketsandmarkets.com 

Investigation 

Upon detection of  fraud, the anti-fraud department will proceed with further investigation. At this step, 
banks will gather evidence, identify the culprits, and cooperate with law enforcement agencies. 

 

Figure 3. Digital Identity Fraud 

Source: altoros.com 

Compliance 

Anti-fraud banks are also obligated to guarantee that the bank adheres to all regulatory and reporting 
requirements pertaining to financial crime. 
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Figure 4. The Challenges Relating to Cybersecurity in Digital Banking 

Source: enterslice.com 

Personal Data Protection 

Anti-fraud measures also serve to safeguard customers' sensitive data. The anti-fraud team is responsible for 
ensuring the safe storage of  client data, preventing illegal access. 

 

 

 

 

 

Figure 5. Fraud Risk in a Digitized Fintech ecosystem 

Source: in.worldline.com 

Customer Education 
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Anti-fraud measures not only detect fraudulent activities but also contribute to educating customers about 
the hazards associated with fraud. The anti-fraud team disseminates information to clients about prevalent 
fraudulent practices used by criminals. Banks may mitigate the risks of  fraud by enhancing client awareness. 

Technology Security 

The anti-fraud team works closely with the bank's IT department to enhance technological security. The anti-
fraud team detects weaknesses in the financial system that may be used by criminals and seeks solutions to 
mitigate these risks. 

 

Figure 6. Eight reasons why it wins 

Source: Net Guardians 

Research and Development 

The Anti-fraud department is actively engaged in research and development to create innovative methods 
and technology for detecting and preventing fraud. This is done with the aim of  enhancing consumer 
comfort. 
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Figure 7. Banking Ecosystem 

Source: tibco.com 

The anti-fraud team collaborates with many entities, such as cybersecurity firms, to remain in the vanguard 
of  combating criminal activities in the banking sector. Anti-fraud plays a crucial function in the banking 
industry by safeguarding the integrity of  the banking system and shielding clients from many fraudulent 
dangers. Hence, combating fraud is a crucial element inside the banking industry within the digital age. The 
anti-fraud team has the responsibility of  proactively preventing, identifying, and managing instances of  
financial fraud. 

The anti-fraud team plays a crucial role in safeguarding the security and integrity of  the financial system and 
ensuring the protection of  clients via an effective strategy. Anti-fraud measures play a crucial role in the 
banking industry by ensuring the integrity of  the financial system and safeguarding clients from a wide range 
of  fraudulent threats(Bank Mandiri, 2022). Hence, combating fraud is a crucial aspect inside the banking 
industry within the digital age. The anti-fraud team has the responsibility of  proactively preventing, 
identifying, and managing instances of  financial fraud. By using an effective strategy, the anti-fraud team 
actively safeguards the security and integrity of  the financial system, ensuring the safety of  clients (Bank 
Mandiri, 2022). Ethics prevents societal strife. Thus, millennials must develop their character. Millennials 
must also adjust to Society 5.0. Society 5.0, which complements Industrial Revolution 4.0, should focus on 
the millennial generation's role in national growth. Society 5.0 is a technology-based human-centered 
society(Nurjamin et al., 2023). 

The Primary Challenge Faced by Banks Is the Detection and Prevention of Large-Scale 
Fraudulent Activities 

Bank fraud concerns may be broadly categorized into three main groups, which include:  

Customer Orientation 

Digital onboarding of new clients poses risks for banks, mostly owing to regulatory requirements like 
KYC (Know Your Customer) and AML (Anti Money Laundering). These are regulatory mandates 
aimed at verifying a user's identification and mitigating the risk  of their engaging in financial 
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malfeasance(Rohall, 2022). Criminals use counterfeit or artificially created identification documents 
to deceive the system and initiate the establishment of bank accounts. Verifying identification is a 
costly process, projected to reach a total expenditure of $35.2 billion by the year 2020. Neobanks and 
challenger banks have significant challenges in swiftly and effortlessly acquiring new clients (Rohall, 
2022). Based on Wah and his discussion, he was surprised to find evidence of the studies developing 
Islamic economics and its principles, welfare, and economic democracy based on Pancasila (Guritno 
et al., 2023). 

Credit Card Fraud Prevention 

The bank must be informed promptly of any suspicious transaction or withdrawal. Identifying trends 
is challenging due to the restricted availability of data points, which are only comprised of currency, 
quantity, category, and merchant name (Rohall, 2022). 

Implementing measures to prevent fraudulent payments based on these factors might result in a high 
proportion of false positives, causing frustration for legitimate cardholders. In addition, there are legal 
obligations, such as the implementation of Strong Customer Authentication (SCA), and the 
verification of the legitimacy of the money' origin (Rohall, 2022).  

Account Protection 

Account takeover refers to the unauthorized acquisition of login credentials belonging to genuine 
users by criminals. The unauthorized use of the account by individuals has detrimental effects on the 
bank's customer relations and facilitates many forms of fraudulent activities and criminal behavior 
(Rohall, 2022). 

Hence, it is essential for banks to use every possible measure to safeguard their customers' accounts. 
To meet the needs of the public, the government has provided an official financial institution, which 
is subject to a certain series of administrations with all the calculations (Sungkawaningrum et al., 
2022). 

Furthermore, the overarching concern is that fraud exhibits adaptability. Consequently, fraudsters will 
promptly identify when their operations are obstructed and proceed to use other methods. Therefore, 
it is essential for solutions like as AML software and KYC systems to possess both versatility and 
efficiency (Rohall, 2022). 

Strategy to Counteract Fraud in Digital Banking 

As fraudsters become more sophisticated in their methods, banks should be cognizant of the following 
anti-fraud strategies: 

Watch for Internal Fraud 

To successfully prevent fraud, begin the process by thoroughly screening and auditing the staff of 
your firm. It is possible that some personnel whom you consider reliable may be illicitly trading client 
account information on underground online platforms. It is imperative that you treat this matter with 
utmost seriousness. Microsoft research indicates that groups such as LAPSUS$, an expanding faction 
of cybercriminals, are progressively infiltrating target firms by recruiting personnel in return for 
financial compensation (Rohall, 2022). 
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Figure 8. Internal Fraud Management 

Source: analystprep.com 

Research provided by Clari5 reveals that 70% of banking fraud is effectively executed by insiders, 
highlighting the urgent need to prioritize internal fraud surveillance.  

Educate your Customers 

Informing clients about the hazards they encounter, what to be vigilant for, and strategies for secure 
transactions is an effective method to mitigate the likelihood of fraud. Furthermore, this method 
enhances the confidence that your consumers have in your bank (Rohall, 2022). 

If your goal is to educate your clients, ensure that you distribute press releases. The use of popular 
media may effectively capture news, resulting in the generation of free exposure, increased awareness, 
and enhanced trust for your digital bank (Rohall, 2022). 

Monitor Transactions 

Monitoring transactions to avoid money laundering and terrorist funding is mandatory in some 
situations, which includes the need to notify any suspicious behavior when an issue arises (Rohall, 
2022). The transition towards digitalization and a cashless economy poses significant challenges to the 
current IT infrastructure in terms of security and fraud prevention measures. In order to transition 
from a conventional to a cashless economy, banks must enhance their security systems to combat 
fraud more effectively(Attigeri, MM, Pai, & Kulkarni, 2018). 

Monitoring consumer behavior on a conventional website or institution may provide significant 
advantages, including the prevention of penalties and regulatory non-compliance, as well as the 
identification and investigation of possible instances of fraud (Rohall, 2022). It is highly recommended 
that small company owners modify their business model to conform to technological sustainability 
standards and capitalize on the digital revolution and social media platforms to enhance sales, establish 
connections, and provide better service to stakeholders (Colon, 2022). 

An examination of legal data pertaining to offenses associated with corruption is provided. The 
research on countering corruption in the era of digitization adopts an institutional approach. This 
approach involves conducting a thorough analysis of the stat e's involvement, both as a whole and 
through its individual institutions, in the development and implementation of security policies. It also 
examines the legal framework governing this sphere and its position within the broader system of 
powers exercised by the authorities in the areas of domestic and foreign policy, as well as its 
relationship to individual activities (Markov & Velezev, 2021). Using the Gone and means-ends 
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scheme theories is appropriate for anti-corruption accounting, all the more so since Sharia accounting 
values are essential for anti-corruption accounting (Arwani et al., 2022). 

Use Real-Time Data Enrichment Tools 

Real-time data enrichment is a process that supplements client KYC data with extra datasets acquired 
from diverse sources, including open-source databases, digital services, and social networks (Rohall, 
2022). 

This significantly enhances fraud detection by providing further information to facilitate more 
educated risk assessments. Furthermore, it enables you to get a comprehensive understanding of your 
consumers without requiring them to provide their personal information (Rohall, 2022). 

 

Figure 9. Real-time Fraud Prevention 

Source: Inventio.io 

Consequently, you may combat fraudulent activities without compromising a seamless client 
experience. These alternative digital signals may be used for credit scoring and underwriting purposes. 
They serve as reliable indicators to identify both risky users and valuable clients (Rohall, 2022). 

Machine Learning 

Although fraudsters may attempt to input inaccurate data during the KYC verification procedure, the 
use of machine learning algorithms and thorough risk evaluations may effectively detect and 
apprehend them (Rohall, 2022). 
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Figure 10. Key Banking Technologies 

Source: inoxoft.com 

Use Biometric System 

Biometric systems are increasingly being used for identity verification in the banking sector as an 
effective anti-fraud measure. Additionally, clients really appreciate the simplicity and assurance 
provided by this technology. 

 

Figure 11. Digital Banking Trends 

Source: inoxoft.com 

CONCLUSION 

We have made revisions to these provisions to align with the requirements of POJK No. 39/POJK.03/2019, 
which mandates the implementation of anti-fraud strategies for commercial banks. These changes are also 
aimed at enhancing our internal control policy. This is also implemented in all policies, including Standard 
Operating Procedures (SOP), Technical Operating Instructions (TOI), and other legislation. The Anti Fraud 
Strategy has four main pillars, which are(Bank Mandiri, 2021a): 

Pillar 1 (Prevention) 

Reducing the possibility for fraud is a duty shared by all levels of the Bank, since it is an integral aspect of the 
Fraud Control System. The programs undertaken within this pillar encompass; (a) Anti-fraud awareness 
initiatives include the development and dissemination of an Anti-fraud Statement, an Employee Awareness 
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Program, and a Customer Awareness Program. Fraud awareness has been promoted throughout the year by 
sending email blasts to all staff and using social media to educate consumers about fraud(Bank Mandiri, 2021a); 
(b) The identification of vulnerabilities involves using Risk Management concepts to ensure that all policies and 
processes are created with consideration for internal control. Additionally, the use of GCG (Good Corporate 
Governance) and Compliance principles is also important. The job description of each employee delineates the 
execution of tasks by workers in accordance with their authority and obligations, and is then endorsed by the 
individual in question. Furthermore, all workers have duly signed the Annual Disclosure at the beginning of the 
year(Bank Mandiri, 2021a); © The Know Your Employee (KYE) policy includes Pre-employee Screening, 
System Qualification Selection Program, and Know Your Employee Screening. The adoption of the KYE 
(Know Your Employee) process has been carried out throughout employee recruiting procedures handled by 
the Human Capital department, as well as during employee recruitment procedures conducted directly by the 
respective work units(Bank Mandiri, 2022). 

Pillar 2 (Detection) 

All units, including the 1st line, 2nd line, and 3rd line of defense, have the duty to identify and detect fraud in 
the bank's commercial operations as part of the fraud control system(Bank Mandiri, 2022): (a) The process of 
whistleblowing management involves the oversight and control of reporting by an impartial third party, aiming 
to reduce conflicts of interest and instill a feeling of safety for the whistleblower (Bank Mandiri, 2021b); (b) A 
Fraud Detection System has been established to assist the Bank in detecting fraudulent activity in retail channel 
transactions and retail loans, including Micro, Consumer, and SME sectors(Bank Mandiri, 2021b); (c)The 
deployment of Surprise Audit is prioritized in business units that have a high risk or susceptibility to fraud; (d) 
The purpose of implementing the Surveillance System is to oversee and evaluate the efficiency of the internal 
control system, which includes the fraud control system(Bank Mandiri, 2021b). 

Pillar 3 (Investigation, Reporting, Sanctions and Due Process) 

The Fraud Control System is responsible for managing and addressing instances of fraud via investigations. 
The outcomes of these investigations are then reported to the President Director, Board of Commissioners, 
and Regulators. This includes recommendations for imposing fines and initiating legal actions against the 
perpetrators of fraud(Bank Mandiri, 2021b). In order to strengthen the function of the Third Pillar, there has 
been a delegation of authority to conduct investigations and impose sanctions to each region to accelerate the 
process of case handling and recovery(Bank Mandiri, 2021a). 

Pillar 4 (Monitoring, Evaluation and Follow-up) The Fraud Control System includes monitoring the progress 
of investigations and assessments of fraud occurrences to identify flaws and enhance the Internal Control 
System, so preventing the recurrence of fraud resulting from similar vulnerabilities. Written reports are 
submitted in a systematic way to the President Director and Board of Commissioners to oversee the 
implementation of predetermined follow-up activities(Bank Mandiri, 2021a). 
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