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Abstract  

This study examines the demographic profile, digital behavior, and scam awareness of participants, in order to provide valuable insights into 
their vulnerability to online scams. A survey was conducted by distributing questionnaires to 520 youths in which 482 of them responded. The 
survey was designed based on guidelines from various authorities addressing scam issues. The results indicate that most respondents have not 
attended scam awareness events, highlighting a gap in educational outreach. Social media use is prevalent, with significant engagement on platforms 
like TikTok and Telegram. Notably, 51% of respondents have encountered scammers through digital communications, underscoring the 
widespread nature of the issue. The findings on information and data literacy reveal that most respondents exercise prudent caution by verifying 
the authenticity of information before updating personal data. Data security practices are generally positive, with most respondents using different 
IDs and passwords for applications, although 28% still use the same PIN for multiple cards. Parental communication about scams is 
inconsistent, with 46.3% of respondents reported that they were never informed by their parents. In terms of problem-solving, 95.9% ignore 
phishing SMS messages, and 60.8% had made reports of scam incidents, though the rest by 39.2% feel too embarrassed to do so. These results 
highlight the need for targeted educational initiatives to enhance scam awareness and digital literacy, especially in urban areas and among 
individuals with high social media engagement. Ongoing efforts to promote security-conscious behaviors and improve parental communication 
about online safety are essential for empowering individuals against scams.   
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INTRODUCTION 

Scams have caused enormous financial losses globally. The enduring and widespread issue of scams affects 
individuals, businesses, and governments globally (Hanoch & Wood, 2021). These fraudulent activities take 
various forms and often lure unsuspecting victims with promises of significant returns on investment (Chariri 
et al., 2018) or involve threats of police, customs, and tax office investigations, prompting individuals (Khadijah 
& Syahrul 2018; Rizal, 2020, Wilson et al. 2023) to relinquish their hard-earned income. Despite increased 
awareness and efforts to combat scam crimes, their proliferation continues, driven by the growing prevalence 
of online platforms and the increasing sophistication of fraudsters (Ma & McKinnon, 2022). Several factors 
have been identified as contributing to the ongoing persistence of this problem. These elements include less 
rigorous regulations and enforcement mechanisms to deter financial scams (Monroe et al., 2010), a lack of 
access to financial education, susceptibility to influences driven by greed and a lack of empathy, and the 
potential to yield to persuasion and the extravagant lifestyle of friends or acquaintances (Lev et al., 2022). 

Numerous researchers propose that ongoing education or literacy regarding scams is a vital mechanism to 
address this issue (Kasim et al., 2020; Mohd Padil et al., 2022). Early implementation of this approach exposes 
the public to the tactics or modes of operation employed by scammers. The multitude of reported and 
investigated cases offers authorities the opportunity to heighten awareness about scams and the latest tactics, 
particularly among the youth. Scammers utilize diverse strategies to ensnare victims. Individuals who have fallen 
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victim to scams perceive themselves as vulnerable, easily deceived, and possessing a nonchalant attitude (Wilson 
et al., 2023). Public education is imperative for heightening awareness, facilitating informed decision-making, 
and minimizing the risk of scams. 

Malaysia has implemented various efforts to address the issue of scams (Ahmad, et al. 2023). On October 14, 
2022, a collaborative effort between the National Anti-Financial Crime Centre (NFCC), the Royal Malaysia 
Police (PDRM), Bank Negara Malaysia (BNM), the Malaysian Communications and Multimedia Commission 
(MCMC), as well as financial institutions and telecommunications industries, established an integrated operation 
centre known as the National Scam Response Centre (NSRC). This serves as the operational hub to coordinate 
strategic responses to online financial fraud by tracking stolen funds and taking immediate enforcement actions 
against criminals.  

Bank Negara Malaysia has implemented several measures to raise awareness among consumers regarding this 
issue. The Financial Consumer Alert (FCA) serves as a guide to enhance public awareness of entities or schemes 
that have been mistakenly perceived or appear to be licensed or regulated by Bank Negara Malaysia (BNM). 
Due to the evolving methods used by scammers, BNM consistently intensifies efforts and takes steps to combat 
scams by introducing additional controls and safeguards periodically. These include transitioning from SMS 
One Time Passwords (OTP) to more secure forms of authentication for online activities or transactions, 
tightening fraud detection rules and triggers to block suspected scam transactions. Additionally, customers will 
be asked to confirm the authenticity of such transactions before they are unblocked. Further measures involve 
restricting transactions to a single mobile or secure device for the authentication of online banking transactions, 
among others (Nor Shamsiah, 2022). 

As a result, the banking industry has implemented an awareness campaign to educate consumers. As part of 
the campaign, the banking industry encourages the public to remember three simple steps to stay safe and avoid 
falling victim to scams: STOP, THINK, BLOCK, when they receive any calls, messages, or emails from 
unknown parties. The tagline "Ingat 3 Saat OK" and the hashtag #JanganKenaScam will be adopted by all members 
of banks as part of a cohesive and targeted nationwide campaign. This aims to ensure that the public is 
consistently informed and equipped with the necessary information and awareness regarding the various modus 
operandi employed by scammers. It also emphasizes best practices to keep themselves safe online, making it 
more challenging for scammers to succeed in luring victims.  

The Royal Malaysia Police (RMP), under The Commercial Crime Investigation Department (CCID), established 
on December 1, 2004, has implemented various methods to raise awareness among the public regarding scam 
crimes. Based on information and reports from victims of scam crimes, the RMP has created a database of 
phone numbers and account numbers of known scammers called "SemakMule" through the website 
https://semakmule.rmp.gov.my  (RMP, online). Through this website, individuals can verify the authenticity 
of received information to reduce the risk of involvement in such crimes. For the same purpose, the Royal 
Malaysia Police's Cyber Crime Alert has recently issued a comprehensive guidebook on scam crimes prevalent 
in Malaysia. This guidebook provides insights into the modus operandi employed by scammers and offers 
advice and tips to help individuals avoid falling victim to scams (RMP, online). Due to the efforts made by 
relevant agencies to raise awareness about scam crimes, the issue is whether it is known or recognized by the 
public. To ensure the success of efforts to address this crime, awareness among the youth is crucial. Research 
has indicated that the younger demographic within the society, particularly young generations, may be 
susceptible to the risks associated with illicit investment schemes (Jack & Ibekwe, 2018; Ibekwe & Oli, 2020). 
Pursuing unrealistic financial goals could prompt them to participate in deceptive investment schemes, driven 
by the desire to achieve wealth quickly and effortlessly (Jack & Ibekwe, 2018). Therefore, this study aims to 
identify the level of knowledge among young people regarding this crime as a measure to the success of 
government-led campaigns that have been implemented. 

LITERATURE REVIEW 

Scams represent malicious endeavours aimed at manipulating individuals and can take various forms. These 
deceitful activities aim to deceive individuals into engaging in harmful actions or divulging sensitive information. 
Scammers frequently utilize social engineering techniques to influence their targets, employing strategies such 

https://semakmule.rmp.gov.my/
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as creating a sense of urgency, offering rewards or prizes, or posing as a trusted authority (Wilson et al., 2023). 
Community awareness of scams can help reduce the risk of falling victim to this crime (Puram et al., 2011). 
This criminal activity involves the participation of both parties. Experienced scammers, typically aged between 
30 and 38, engaged in such acts as a form of revenge or self-gratification. On the other hand, younger scammers 
(20-24 years old) were often attracted to a luxurious lifestyle and influenced by their more experienced 
counterparts (Tambe Ebot & Siponen, 2014).  

According to Cressey (1973) and Alavi et al. (2020), three elements that drive individuals to commit fraud 
namely; pressure, opportunity, and rationalization. Pressure is often financial, and individuals facing such 
pressure may try to solve their problems without external help. The second element is opportunity, which arises 
when a lack of internal control provides a scammer with access to commit fraud. The third component is 
rationalization, where scammers come up with reasons to justify their actions, often believing that their 
wrongdoings are not illegal or immoral (Omar et al., 2016). For victims, the unavoidable exposure to the internet 
and prevalent use of social media today create opportunities for criminals to ensnare them using various tactics 

Awareness of scam crimes can be obtained through reading, experience, or education. Insufficient knowledge 
and awareness may prompt younger generations to engage in fraudulent scams due to enticing offers (Mohd 
Padil et al., 2022). Holtfreter et al. (2010) found that individuals with lower levels of self-control are more 
vulnerable to fraud, especially when they cannot resist the allure of a luxurious lifestyle presented by fraudsters. 
Therefore, financial literacy equips individuals with the skills, motivation, and confidence to apply information 
and understanding in decision-making across various financial contexts (Lusardi et al., 2020). Youths can 
enhance their awareness of scams through education, whether at schools or universities, among other means 
(Mishra and Kumar, 2019; Beal & Delpachitra, 2003). Gui et al. (2021) discovered that a simple educational 
flyer outlining the risk-return trade-off can alter investment decisions once individuals become aware of the 
high risk associated with high-return financial products.  As a result, introducing the younger generation to 
financial management education at an early stage to foster disciplined spending can serve as a preventive 
measure against falling victim to scam crimes. (Mohd Padil et al. 2022). 

To reduce the risk of falling victim to online scams, individuals should acquaint themselves with the common 
tactics employed by cybercriminals, such as phishing emails, counterfeit websites, and social engineering 
strategies (Puram et al., 2011). Additionally, it is crucial to exercise caution during online purchases and verify 
the legitimacy of websites and sellers before disclosing personal or payment information (Baker, 1999; Liu et 
al., 2022). Educational campaigns and awareness initiatives play a pivotal role in enhancing consumer awareness, 
thereby preventing individuals from succumbing to online scams and frauds. By augmenting knowledge and 
understanding of prevalent risks and tactics used by cybercriminals, individuals can enhance their ability to 
safeguard both themselves and their personal information during online transactions (Wilson et al. 2023). 

Various studies have examined users' knowledge in utilizing technology to protect themselves from scam 
crimes.  Research conducted by Chaudhry et al. (2016) and Maimon et al. (2023) investigates into email fraud 
or phishing. This involves criminals employing persuasive techniques to deceive individuals into divulging 
personal or sensitive information or making payments to the fraudster. These techniques often involve a rich 
and emotional narrative that exploits the victim's emotions, such as greed or fear. Establishing trust is indeed 
another crucial aspect of social engineering attacks. Cybercriminals may employ various techniques to appear 
trustworthy, including using professional-looking websites or email addresses, providing seemingly legitimate 
contact information, or posing as known or respected authority figures. Phishing emails may use language 
creating a sense of urgency, urging the victim to act quickly or risk missing out on a supposed opportunity. To 
counter these fraudulent emails, individuals need to be aware of common phishing tactics and exercise caution 
when opening emails or clicking on links. 

Numerous studies have highlighted a significant gap in the knowledge and awareness of many individuals when 
it comes to recognizing and avoiding potential risks and scams in online transactions, spanning online 
marketplaces and e-wallets (Hamsi et al., 2015; Zahari et al., 2019). In Malaysia, widespread online shopping 
scams involve counterfeit websites promoted through social media, leading to incidents where victims either 
receive mismatched products or none at all. Scammers entice consumers with significantly lower-priced 
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products, employing tactics that spur impulsive purchases. The surge in social media use amplifies the 
prevalence of online shopping, offering scammers ample opportunities to exploit consumers for both money 
and personal information. Some scammers also aim to obtain sensitive details by soliciting bank information 
or encouraging sign-up forms during purchases (Nor Hasaliza et al., 2023). To mitigate the risk of falling victim 
to online scams, individuals must familiarize themselves with the common tactics employed by cybercriminals. 
Exercising caution during online purchases and ensuring the legitimacy of websites and sellers before divulging 
personal or payment information are equally crucial.  

Educational campaigns and initiatives aimed at raising awareness can play a pivotal role in enhancing public 
understanding, thereby preventing individuals from becoming susceptible to scams and frauds. In the context 
of avoiding scams, people can safeguard themselves by adopting a cautious approach when considering 
scammer offers and meticulously examining all associated information (Baucus & Mitteness, 2016). The main 
challenge authorities face in addressing scam crimes is providing understanding and awareness to the public. 
While many are familiar with the campaigns designed to tackle this issue, individuals can be caught off guard 
and succumb to scams when becoming addicted or vulnerable on the internet (Khadijah et al. 2018). This 
vulnerability, shared by others, highlights the ongoing challenges in educating and raising awareness among the 
public to effectively combat scam crimes (Wilson et al. 2023). Despite the reporting of this crime in the mass 
media, the recurring frequency of this issue proves that victims and some members of the community are 
unaware of the problem and unable to apply methods to address the promoted scams (Button et al., 2014; 
Whitty & Buchanan, 2016; Whitty, 2020) 

RESEARCH METHODOLOGY 

Measurement Instrument 

Due to the absence of available questionnaires in previous research, the measurement scale utilized in this study 
was self-developed, drawing guidance from the book or guidelines provided by the Commercial Crime 
Investigation Department (CCID), Royal Malaysia Police (RMP), published in December 2022 under the title 
"Trend Terkini Jenayah Komersil." The document is accessible online at https://heyzine.com/flip-
book/cb606d5783.html (RMP, 2022). The constructs and items were meticulously crafted in alignment with the 
study's objectives, research questions, and the target group of respondents. Drawing from literature related to 
scam topics, the study identified 29 items and five knowledge constructs for questionnaire development: data 
literacy, digital content, data security, communication, and problem-solving. Part A of the questionnaire pertains 
to demographic information provided by the respondents. In Part B, all respondents were required to indicate 
their knowledge levels for the five constructs in the survey. Most items presented to respondents were in the 
form of a two-response scale, requiring them to choose the appropriate action or respond with yes or no. Some 
items in the digital content construct utilized a three-point likert scale, ranging from disagree (1) to strongly 
agree (3).  

This survey was conducted face-to-face with respondents over a period of 4 months from May to September 
2023. A total of 520 survey forms were distributed to the youths during this timeframe. As a result, 482 survey 
forms were received with complete responses. The collected data were analysed using IBM SPSS Statistics 
version 29. 

Explanation of Constructs 

The explanation related to the five constructs used in this study as follows; 

Table 1: Explanation of the five Constructs 

Constructs Explanation 
 

Source 

Information and Data Literacy This dimension focuses on individuals' ability to locate, evaluate, and 
effectively use information and data from various sources. It includes 
skills such as assessing the credibility of information, understanding data 
sources, and critically analysing information for relevance and accuracy. 
In the context of knowledge scams, information and data literacy are 
crucial for recognizing trustworthy sources, distinguishing between 

Wei et al. (2021); Zainal 
Abidin et al. (2018), Teitcher 
et al. (2015) 

https://l.facebook.com/l.php?u=https%3A%2F%2Fheyzine.com%2Fflip-book%2Fcb606d5783.html%3Ffbclid%3DIwAR351-YMJJ7z91ChvNOpkQjPdlXnBm9Y8Ha2LM9EXZ6yORUkvBPTP7jeXv4&h=AT0_9taOWrwBke9OBj1AF5_rD82e3pO7WKm6kNZr-ae4pKDo5k4pjLgJS1jmmU8JiRWX4pbLHrNL6nvzqx1n14vw5lNdhebMcQmDVwNhMIak2h0b3AqkA8CsuTxAXPUmpQA&__tn__=-UK-R&c%5b0%5d=AT3iVUUdoW8nuQNUdI-ml9n9wMgJTSFaeWhyPYbumtaT1tFVS-G4Qaeb-gTBI5N3Cj97iH9DK_M4YvP-uRa7sNOorkPSFU5u9xsfWhPlKeXeJf3e8dgFt-8SHyYybyEH2SAot668Yvwr8XEtJ9ZmkCt2bQjSDNigjuYkiiResLrjV1EHHpbNSkzraxzTftPtoC89FHzoka3i0RiEIjzTDQhJ
https://l.facebook.com/l.php?u=https%3A%2F%2Fheyzine.com%2Fflip-book%2Fcb606d5783.html%3Ffbclid%3DIwAR351-YMJJ7z91ChvNOpkQjPdlXnBm9Y8Ha2LM9EXZ6yORUkvBPTP7jeXv4&h=AT0_9taOWrwBke9OBj1AF5_rD82e3pO7WKm6kNZr-ae4pKDo5k4pjLgJS1jmmU8JiRWX4pbLHrNL6nvzqx1n14vw5lNdhebMcQmDVwNhMIak2h0b3AqkA8CsuTxAXPUmpQA&__tn__=-UK-R&c%5b0%5d=AT3iVUUdoW8nuQNUdI-ml9n9wMgJTSFaeWhyPYbumtaT1tFVS-G4Qaeb-gTBI5N3Cj97iH9DK_M4YvP-uRa7sNOorkPSFU5u9xsfWhPlKeXeJf3e8dgFt-8SHyYybyEH2SAot668Yvwr8XEtJ9ZmkCt2bQjSDNigjuYkiiResLrjV1EHHpbNSkzraxzTftPtoC89FHzoka3i0RiEIjzTDQhJ
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legitimate and fraudulent information, and making informed decisions 
based on reliable data 
 

Digital Contents Digital content refers to the creation, sharing, and consumption of 
multimedia materials in digital formats. This dimension explores how 
young individuals engage with and produce digital content. It includes 
activities such as blogging, video creation, and social media participation. 
Understanding digital content creation is important in the context of 
knowledge scams, as individuals may encounter deceptive content online, 
and being able to discern authentic and reliable information from 
misleading or fraudulent content is essential 
 

Cross & Layt (2022); Ali & 
Mohd Zaharon(2024); Pratt et 
al. (2010) 

Data Security Data security involves practices and measures implemented to protect 
sensitive information from unauthorized access, disclosure, alteration, or 
destruction. This dimension assesses individuals' awareness and 
adherence to security measures to safeguard their personal and sensitive 
data. This includes using strong and unique passwords, employing 
encryption methods, being cautious about sharing personal information, 
and staying informed about cybersecurity threats 
 

Arachchilage & Love (2014); 
Baruh & Popescu (2017);Chen 
et al. (2017); Robb & Wendel 
(2023) 
 

Communication Communication, in the context of your research, examines how 
individuals interact and share information in various online platforms 
and social settings. It encompasses both the effectiveness and security of 
digital communication. This dimension explores whether individuals use 
secure communication channels, are cautious about sharing personal 
information online, and engage in respectful and responsible online 
communication. Effective communication skills are vital for avoiding 
potential scams and fraudulent activities 
 

Hipgrave (2013); Cross & Layt 
(2022), Azianura et al. (2019).  

Problem-solving Problem-solving refers to the ability to analyse and resolve challenges, 
especially those encountered in digital environments. This dimension 
assesses how well individuals can identify and address issues related to 
online scams and deceptive practices. Problem-solving skills include 
recognizing and avoiding potential scams, seeking help or guidance when 
needed, and adapting to new technologies and tools to mitigate risks 

Kuo et al. (2014); Kubilay et al. 
(2023); Aung & Mon (2020) 

These dimensions collectively provide a comprehensive understanding of the factors influencing youths' 
susceptibility to knowledge scams and their ability to navigate the digital landscape securely and effectively. The 
research will shed light on the strengths and weaknesses in each dimension, offering insights for educational 
and awareness programs tailored to the specific needs of Malaysian youth 

RESEARCH FINDINGS 

Demographic Profile of Respondent 

As shown in Table 2, the survey results provide valuable insights into the characteristics of the participants. 
Most of the respondents are female (62.7%), while males account for 37.3%. In terms of where they live, a 
significant majority (65.6%) are in urban areas, while 34.4% are in suburb/rural locations. Regarding their 
exposure to educational events about scams, a large percentage (84.6%) have not attended any lectures or 
workshops, indicating a potential gap in scam awareness efforts. In terms of social media use, a substantial 
number have accounts on different platforms, such as Facebook (40.2%), TikTok (58.2%), Telegram (56.2%), 
and X (Twitter) (29.3%). Notably, a significant portion of the respondents (50.8%) has encountered scammers 
through emails, SMS, or other messages, highlighting a prevalent issue that requires attention. These findings 
underscore the diverse demographics and experiences of the participants, emphasizing the need for targeted 
awareness campaigns and educational initiatives, especially for those who have yet to participate in anti-scam 
events. 

Table 2: Demographic Profile of Respondents 

Demographic Profile n % 

Gender   

Male 180 37.3 

Female 302 62.7 
 

Residential Location   

file:///C:/Users/Mano/AppData/Local/Temp/Temp1_paperswithpagenumbers.zip/ijor.co.uk
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Urban/ City 316 65.6 

Suburb / Rural 166 34.4 
 

Have you ever attended a lecture/workshop related to scams   

Yes 74 15.4 

No 408 84.6 
 

Do you have a social media account? (Yes)   

Facebook 194 40.2 

Tiktok 281 58.2 

Telegram 271 56.2 

X (Twitter) 141 29.3 
 

Have you ever received emails, SMS, or other messages from scammers?   

Yes 245 50.8 

No 237 49.2 

Source: Survey 

Constructs Findings 

The results of the analysis of the five study constructs, namely information and data literacy, digital content, 
data security, communication, and problem-solving, are explained in subtopics (i) to (iv) 

Information and Data Literacy 

The analysis of scam data in Table 3 highlights the key trends on how individuals respond to potential threats. 
A majority (56.6%), demonstrate prudent caution when receiving requests to update personal information, 
opting not to click and ignore the potentially suspicious prompts. Furthermore, an impressive 96.7% show a 
strong inclination toward trust verification, preferring to consult with friends, family, or teachers before 
updating any information. This underscores a commendable awareness of potential risks associated with 
personal data. 

Table 3: Findings on Information and Data Literacy  

No Statements Answer N % 

1. You receive information through email, SMS, 
WhatsApp group, or a website link to update 
personal information. What is your action? 

Click and update personal 
information 

209 43.4 

Do not click and ignore 273 56.6 

2. You receive information through email, SMS, 
WhatsApp group, or a website link to update 
personal information. What is your action 

Proceed to update the information 16 3.3 

Verify its authenticity (consult with 
friends, family, teachers, etc.) 

466 96.7 

3. A close friend sends you a website link to update 
your personal information. What is your action? 

Immediately click and update the 
information 

9 1.9 

Inquire with your friend first 473 98.1 

4. Someone in a social media group (WhatsApp, 
Telegram, TikTok, etc.) sends a link offering a 
substantial prize. What is your action? 

Immediately click and update my 
personal information 

19 3.9 

Do not click and ignore the link 463 96.1 

5. If you receive a phone call from a bank institution 
requesting your identification number, bank 
account number, or card details, what should you 
do? 

Provide the required information to 
the bank officer 

23 4.8 

End the call and do not provide any 
requested information 

459 95.2 

6. Storing passwords in a notebook or contact list in 
your phone is a secure method? 

True 258 53.5 

False 224 46.5 

7. What is the best way to use social media to avoid 
scams? 

Avoid using social media altogether 51 10.6 

Be cautious when using social media 
and avoid sharing personal 
information 

431 89.4 

Source: Survey 

In scenarios involving close friends sharing website links or enticing prizes on social media, respondents exhibit 
a high level of trust and awareness. An overwhelming 98.1% inquire with their friend before clicking on a link, 
while 96.1% wisely avoid clicking on links offering substantial prizes. These responses indicate a collective 
awareness of the risks associated with both familiar and unfamiliar online interactions. The findings also reveal 
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a sensible approach to potential phishing attempts through phone calls, with 95.2% choosing not to provide 
requested information. However, there is room for improvement in password security awareness, as 46.5% still 
consider storing passwords in a notebook or contact list on a phone as secure. Finally, a significant 89.4% 
emphasize caution and avoiding the sharing of personal information when using social media, reinforcing the 
need for ongoing education and awareness campaigns to empower individuals against potential scams. 

Digital Content 

The analysis of the data on digital content-related variables provides valuable insights into individuals' 
perceptions and behaviours in the context of online scams as shown in Table 4. A substantial 73.0% strongly 
agree that scammers often use fake websites to deceive victims, showcasing a high level of awareness regarding 
the prevalence of this deceptive tactic. Additionally, respondents express a cautious stance toward websites 
selling goods using images of popular icons or idols, with 37.6% strongly agreeing that such sites can be trusted. 
However, a notable 22.2% disagree, indicating a significant level of scepticism towards these platforms 

Table 4: Findings on Digital Content 

No Statements Answer N % 

1. Scammers often use fake websites to deceive 
victims 

Strongly Agree 352 73.0 

Partially Agree 113 23.4 

Disagree 17 3.5 

2. Websites selling goods using images of popular 
icons or idols can be trusted? 

Strongly Agree 181 37.6 

Partially Agree 194 40.2 

Disagree 107 22.2 

3. Sharing home addresses and phone numbers 
openly on social media does pose a danger to me? 

Strongly Agree 283 58.7 

Partially Agree 141 29.3 

Disagree 58 12.0 

4. There are many fake website links that resemble 
genuine websites today. Do you know these 
differences? 

Strongly Know 100 20.7 

Partially Know 219 45.4 

Do not Know 163 33.8 

5. A social media friend invites you to join a savings 
scheme with a small initial investment and high 
returns. Do you trust the scheme 

Trust and join the scheme 
immediately 100% 

14 2.9 

Do not trust 100%, but might join if 
the investment is small 

103 21.4 

Do not trust 100% 365 75.7 

6. What action would you take for each scheme?   

  

 a. Capital RM50, profit RM 
100 

Join 36 7.5 

Do not Join 446 92.5 

 b. Capital RM100, profit 
RM500 

Join 18 3.7 

  Do not Join 464 96.3 

 c. Capital RM500, Profit 
RM5000 

Join 10 2.1 

  Do not Join 472 97.9 

Source: Survey 

Concerns about personal safety emerge in the context of social media, with 58.7% strongly agreeing that openly 
sharing home addresses and phone numbers poses a danger. Regarding the ability to differentiate between 
genuine and fake website links, a majority (45.4%) only partially know the differences, emphasizing the need 
for increased awareness and digital literacy. When evaluating trust in a saving scheme proposed by a social 
media friend, a majority (75.7%) do not trust the scheme 100%. This scepticism is further reflected in 
respondents' actions regarding various investment scenarios, where a substantial percentage (92.5% to 97.9%) 
choose not to join schemes with different capital and profit combinations. These findings underscore the 
importance of enhancing digital literacy and promoting cautious behaviour in the face of potential online scams. 
Ongoing education and awareness efforts are crucial to empower individuals to navigate the digital landscape 
safely 
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Data Security 

The analysis of data security measures in Table 5 indicates positive trends in how people safeguard themselves 
from potential threats. A large majority (79.5%) show a strong awareness of security by using different IDs and 
passwords for applications, recognizing the importance of diverse login information for better data protection. 
When managing multiple ATM and bank credit cards, the majority (71.6%) wisely opt for different PIN 
numbers, demonstrating a cautious approach to financial security. However, the data also highlights the need 
for increased awareness, as 28.4% use the same PIN number. 

Table 5: Findings on Data Security 

No Statements Answer N % 

1. In using applications, what safety measure do you 
use 

Use the same ID and password 99 20.5 

Use different ID and password 383 79.5 

2. If I have many ATM and bank credit cards, what 
safety measure do you use? 

Use the same PIN number 137 28.4 

Use different PIN numbers 345 71.6 

3. For internet safety purposes, what do you usually 
do? 

Use the same ID and password 120 24.9 

Use different ID and password 362 75.1 

4. You receive an email from an unknown individual 
informing you that your bank account has a 
problem. What is your action 

Call the number provided in the email 36 7.5 

Ignore the email 446 92.5 

5. While browsing the internet, an ad pops up telling 
you that you have won a substantial prize. What 
is your action 

Click on the advertisement 23 4.8 

Ignore the advertisement 459 95.2 

6. You don't have any credit card. However, you 
receive an SMS to call certain number? What is 
your action? 

Call the provided number 
immediately 

22 4.6 

Ignore the SMS 460 95.4 

Source: Survey 

In terms of internet safety, a substantial 75.1% prioritize security by using different IDs and passwords, 
indicating a positive inclination towards securing online accounts with varied login information. Additionally, 
respondents show a wise response to potential phishing attempts and enticing advertisements by choosing to 
ignore them, underlining a prudent attitude in avoiding potential scams. Overall, these findings emphasize the 
importance of promoting security-conscious behaviours and continuous awareness initiatives for 
comprehensive data protection in the digital age. 

Communication 

The analysis of communication-related variables in the scam data reveals insightful patterns in individuals' 
responses to different situations as presented in Table 6. When faced with a phone call from someone claiming 
to be a police officer, the majority (92.5%) demonstrates a prudent approach by choosing to end the 
conversation, showcasing a heightened awareness in avoiding potential scams and safeguarding personal 
information. Similarly, in a scenario involving the post office calling for a monetary deposit, a significant 96.5% 
dismiss the conversation and instructions, reflecting a cautious and informed stance toward potentially 
fraudulent activities. 

Table 6: Findings on Communication 

No Statements Answer N % 

1. A police officer calls and informs you that you are 
involved in a police case, such as smuggling, 
possessing illegal goods, having weapons, etc 

Follow instructions and take the 
directed actions 

36 7.5 

End the conversation and do not 
provide any requested information 

442 92.5 

2. The post office calls you and informs you that a 
package has been sent, requiring you to deposit 
money into a specific account first 

Follow instructions and deposit the 
requested money 

17 3.5 

Disregard the conversation and 
instructions given 

465 96.5 

3. You receive an email stating that you are lucky 
and have won a substantial prize, and you need to 
provide your identification and bank numbers 

Follow instructions and take the 
directed actions 

8 1.7 

Disregard the instructions and inform 
family and friends to be cautious 

474 98.3 

4. An advertisement promotes a new product using 
an icon (influencer, YouTuber) you admire, 

Click and join the group 39 8.1 

Ignore the advertisement 443 91.9 
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inviting you to join a social media group 
(Telegram, TikTok, etc) 

5. When a scam occurs, parents tell you about it Always 102 21.2 

Sometimes 157 32.6 

Never 223 46.3 

Source: Survey 

In the context of email communications proclaiming substantial prize wins, individuals overwhelmingly (98.3%) 
adopt a sceptical approach by choosing to disregard the instructions and advising family and friends to exercise 
caution. This highlights a robust awareness of common tactics used by scammers to deceive recipients. 
Additionally, when faced with advertisements on social media promoting new products with admired icons, the 
majority (91.9%) exhibits discernment by choosing to ignore the advertisements, signalling a cautious and 
informed response to potentially deceptive promotions. Lastly, the findings reveal variability in parental 
communication about scams, with 46.3% reporting "never" being informed by their parents. This emphasizes 
a potential gap in parental guidance and underscores the critical need for ongoing efforts to promote awareness, 
communication, and education to empower individuals in recognizing and avoiding fraudulent activities 

Problem-Solving 

The analysis of problem-solving variables in the scam data provides valuable insights into individuals' decision-
making and actions in various scam-related situations as summarised in the following table; 

Table 7: Findings on Problem-solving 

No Statements Answer N % 

1. You receive an SMS requesting your identification 
number, bank account number, and bank PIN. 
What is your action 

Reply to the SMS and provide the 
information 

20 4.1 

Ignore the SMS 462 95.9 

2. You buy an item online. Later, you are asked to 
provide additional information besides your 
address, such as your identification number, bank 
account number, and bank PIN 

Do not proceed with the purchase 259 53.7 

Fill in the requested information 223 46.3 

3. If you become a victim of scams, what is your 
action 

Inform a specific party 293 60.8 

Feel embarrassed and keep quiet 189 39.2 

4. You are contacted by someone who tells you that 
you have won an iPhone 14. However, you need 
to pay a shipping fee of RM150 first. What is your 
action? 

Ignore the offer 278 57.7 

Pay the shipping fee 204 42.3 

5. You receive an urgent message from a friend 
through WhatsApp, Telegram, etc., asking to 
borrow a sum of money. What is your action? 

Immediately lend money to your 
friend 

32 6.6 

Call and inquire further with your 
friend first 

450 93.4 

Source: Survey 

When faced with an SMS requesting sensitive information like identification number, bank account number, 
and bank PIN, the majority (95.9%) demonstrates a prudent approach by choosing to ignore the SMS, 
emphasizing a cautious response to potential phishing attempts and a commitment to protecting personal 
information.  In the context of online purchases requiring additional personal information, a significant portion 
(53.7%) opts not to proceed with the purchase, showing a keen awareness of potential risks associated with 
sharing sensitive data. On the other hand, 46.3% fill in the requested information, suggesting a potential area 
for improvement in understanding and practicing online safety measures. 

When asked about actions following a scam victimization, the majority (60.8%) indicates a proactive response 
by choosing to inform a specific party. In contrast, 39.2% express a sentiment of embarrassment and silence, 
revealing a potential emotional barrier that could hinder some individuals from seeking help or reporting scams. 
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These findings underscore the importance of promoting awareness, providing guidance on safe online practices, 
and addressing emotional aspects to enhance individuals' resilience against scams. 

CONCLUSION AND RECOMMENDATION 

In conclusion, the analysis of scam data across multiple variables has revealed important patterns in individuals' 
responses to potential threats. Overall, the majority of participants demonstrate commendable awareness and 
cautious behaviour, particularly in scenarios involving requests for personal information, phishing attempts, 
and potentially fraudulent activities. Notably, participants display a high level of scepticism and careful 
consideration when faced with suspicious online content, such as fake websites, enticing advertisements, and 
dubious social media schemes. However, there are areas for improvement, such as password security awareness 
and consistent parental communication about scams.  

Based on the findings, several recommendations can enhance individuals' resilience against scams. Firstly, there 
is a need for continuous education and awareness campaigns, focusing on password security practices and the 
identification of fake websites. Additionally, efforts should be directed towards improving digital literacy to 
enable individuals to navigate online spaces securely. Parental involvement is crucial, and initiatives to 
encourage open communication about scams within families can bridge potential gaps in awareness. 
Furthermore, the study suggests the importance of emotional support and guidance for individuals who may 
feel embarrassed or reluctant to report scam incidents. Ongoing educational initiatives and awareness 
campaigns should be tailored to address these specific areas, empowering individuals to make informed and 
secure decisions in an evolving digital landscape. 
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