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Abstract

The digital advertising sector is plagned by fraud, opacity, and ineficiency, eroding stakeholder trust and economic outcomes. Despite advances
in digital marketing technologies, significant gaps remain in combating frandulent activities and ensuring transparency. Addressing these
challenges, this article proposes the AdChain framework, leveraging blockchain technology to revolutionise digital advertising by fostering
transparency, reducing fraud, and enbancing operational efficiency. AdChain reconfigures the advertising landscape through a blockchain-based
solution that ensures the anthenticity and verifiability of ad engagements. By utilising blockchain’s intrinsic attributes, such as decentralisation,
immntability, and transparency, AdChain aims to streamline digital advertising practices and restore trust among stakebolders. Using a
qualitative approach, the study delineates the AdChain framework’s architecture, empbasising its decentralised nature, immutable records, and
transparent processes. These features are designed to mitigate the prevalent issues in digital advertising, providing a more secure and efficient
environment for all participants. Onr findings indicate that AdChain effectively addresses advertising frand and enbances the consumer experience
by prioritising privacy and data control. This results in substantial economic benefits, optimising advertisers’ return on investment (ROI) and
increasing publishers’ revenues. However, realising AdChain’s full potential requires overcoming several obstacles, including technical challenges
related to scalability and system integration. Additionally, barriers to widespread adoption, such as regulatory nncertainties and the necessity for
industry collaboration and standardisation, must be addressed. Despite these challenges, AdChain presents a promising avenue for transforming
digital advertising, offering a robust solution to longstanding issues and paving the way for a more transparent and efficient advertising ecosysten.
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INTRODUCTION

The rapid evolution of digital advertising has heralded new frontiers for marketers to engage with their
audiences (Xuan & Ness, 2023). However, this progress is not without its challenges; notably, fraud and
transparency issues have emerged as significant concerns, undermining the trustworthiness and effectiveness
of digital campaigns. Kim, J., Lee, K. H., & Kim, J. (2023) underscore the potential of blockchain technology
to facilitate these challenges, enhancing the efficiency, effectiveness, and trustworthiness of digital advertising.
Similarly, Stallone et al. (2024) emphasise blockchain’s role in bolstering digital advertising, highlighting its
capacity to introduce unparalleled transparency and secutity to the advertising ecosystem.

Despite the promising theoretical foundations, the application of blockchain in addressing the intricacies of
digital advertising fraud and transparency remains in its nascent stages. Rejeb et al. (2023) and Taherdoost &
Madanchian (2023) delineate the broader applications and challenges of blockchain within supply chain
management and e-commerce, respectively, suggesting parallels that underscore the transformative potential
yet practical challenges of blockchain in digital advertising. Concurrently, Tariq, M. U. (2024) explores
blockchain’s revolutionary impact on health data management, highlighting the technology’s versatility and
reinforcing the imperative for its exploration within digital advertising.

This article proposes a unified blockchain framework to authenticate and verify digital ads from inception to
delivery. Drawing upon empirical studies and theoretical insights from scholars such as Mukherjee et al. (2023)
and (Khan, 2024), who investigate blockchain’s impact on retail supply chain intentions and decentralised
identity, this study seeks to elucidate blockchain’s applicability and transformative potential in digital
advertising. Moreover, Saxena & Chiu (2023) and Rawashdeh (2024) contribute to the foundational
understanding of blockchain’s architectural and financial reporting implications, guiding the conceptualisation
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of this framework.

By synthesising insights from Karthik et al. (2023), who discuss blockchain’s role in enhancing data integrity
and security in supply chain management, and Habbal et al. (2024), who delve into artificial intelligence and
blockchain’s synergistic potential, this paper adopts an AdChain model approach. The objective is to address
prevalent advertising fraud and bolster transparency within the advertising supply chain by implementing the
AdChain model. Utilising qualitative methodology and a comprehensive literature review encompassing diverse
applications of blockchain technology, ranging from supply chain management to financial reporting, this
research seeks to establish a scalable and practical framework for integrating blockchain into digital advertising.
The novelty of this approach lies in its focused examination of the AdChain model’s multifaceted role in digital
advertising, offering actionable insights and emphasising the imperative for industry adoption

THE PROPOSED BLOCKCHAIN FRAMEWORK FOR DIGITAL ADVERTISING

This paper proposes a novel blockchain framework to instil transparency, efficiency, and trust in response to
the digital advertising industry’s multifaceted challenges. The framework, called AdChain, is predicated on core
design principles that leverage blockchain's inherent capabilities to revolutionise the digital advertising
ecosystem.

Design Principles

AdChain is constructed upon the foundational pillars of decentralisation, immutability, and transparency:
Decentralisation: By distributing data across a network of computers, AdChain ensures no single point of
control or failure, enhancing resilience against fraud and malicious activities; Immutability: Once a transaction
is recorded on the AdChain, it cannot be altered or deleted, ensuring the integrity of ad deliveries and
engagements is maintained.; Transparency: All transactions on the AdChain are visible to authorised
stakeholders, fostering an environment of trust and accountability in ad placements and performance metrics.

TABLE 1: AdChain Framework Design Principles

Design Principle Description
Decentralisation Distributes data across a network to ensure no single point of control or failure.
Immutability Ensures that recorded transactions cannot be altered or deleted.
Transparency Allows all transactions to be visible to authorised stakeholders, fostering trust and accountability.
Technology Stack

AdChain employs a hybrid blockchain architecture, combining elements of both public and private blockchains
to balance transparency with privacy. The core technologies and protocols include Ethereum For smart
contracts that automate and enforce agreements between advertisers and publishers, ensuring ad placements
and payments are executed based on verified engagements; InterPlanetary File System (IPFS) To store ad
content in a decentralised manner, reducing reliance on centralised content delivery networks and enhancing
data sovereignty; Zero-Knowledge Proofs (ZKPs): To enable verification of transactions without revealing
sensitive details, ensuring privacy for consumers and stakeholders; Off-chain Scaling Solutions: Such as state
channels, to improve transaction throughput and reduce costs, ensuring AdChain can scale to meet the
demands of the digital advertising industry.

TABLE 2: AdChain Technology Stack

Technology Purpose

Ethereum For smart contracts that automate and enforce agreements.

To store ad content in a decentralised manner, reducing reliance on

InterPlanetary File System (IPFS) centralised networks

Zero-Knowledge Proofs (ZKPs) To enable verification of transactions without revealing sensitive details.

Off-chain Scaling Solutions To improve transaction throughput and reduce costs.
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TABLE 3: AdChain Campaign Data Structure

Field Type Description

adld string Unique identifier for the advertisement
advertiserAddress | address Ethereum address of the advertiser
publisherAddress | address Ethereum address of the publisher
impressionCount uint Number of ad impressions

clickCount uint Number of ad clicks

engagementGoal uint Target number of engagements for payment
paymentAmount uint Amount to be paid upon reaching engagement goal

status string Current status of the ad campaign

The provided Solidity code (refer to appendix A) defines a smart contract named ‘AdChainPayments’ for the
Ethereum blockchain. It aims to automate the payment process in digital advertising campaigns based on
verified ad engagements. At its core, the contract utilises a data structure (struct) named ‘AdCampaign’ to store
essential information about each advertising campaign, including unique identifiers, Ethereum addresses of
advertisers and publishers, counts of ad impressions and clicks, engagement goals, payment amounts, and
payment status. A mapping titled campaigns links each ad campaign's unique identifier (adld) to its
corresponding ‘AdCampaign’ structure, facilitating easy access to campaign details. The contract also declares
two events, ‘EngagementUpdated’ and ‘PaymentProcessed’, used to log ad engagement and payment updates,
providing transparency over the ad campaign's progress and financial transactions.

IMPLEMENTATION STRATEGY FOR ADCHAIN FRAMEWORK
Industry Collaboration

The deployment and success of the AdChain framework critically hinge on widespread industry collaboration
and standardisation. Blockchain's decentralised nature demands a collective agreement on data formats,
engagement metrics, and transaction protocols to ensure interoperability across different platforms and
stakeholders within the digital advertising ecosystem. Key industry players, including advertisers, publishers,
and technology providers, must work together to develop common standards that facilitate seamless interaction
within the AdChain framework. This collaboration extends beyond technical integration, encompassing
consensus on ethical advertising practices and data privacy norms to bolster the framework’s adoption and
effectiveness. Standardisation bodies and industry consortiums will play a pivotal role in this process, offering
a neutral ground for discussions and decisions that shape the future of digital advertising on blockchain.

TABLE 4: Implementation Strategy for AdChain Framework

Strategy Description
Industry Collaboration Developing common standards for data formats, engagement metrics, and
transaction protocols.
Phased Rollout Initial pilot projects followed by successive phases to expand deployment scope.
Regulatory Considerations Engaging with regulatory bodies eartly and consulting legal experts to navigate
compliance with laws.

Phased Rollout

Adopting a phased approach to implementing the AdChain framework mitigates risks and allows for iterative
refinement based on real-world feedback. Initial pilot projects in controlled environments targeting specific
advertising channels or regions provide valuable insights into the framework’s performance, scalability, and
user acceptance. These pilots serve as proof of concept, demonstrating the tangible benefits of blockchain in
digital advertising, such as increased transparency and reduced fraud. Successive phases could expand the
deployment scope, gradually incorporating more advertisers, publishers, and ad networks. This step-wise
expansion facilitates ongoing adjustments to the framework, ensuring it remains adaptable to emerging
technologies, market trends, and regulatory changes.
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Regulatory Considerations

Blockchain technology in digital advertising introduces complex legal and regulatory considerations that vary
across jurisdictions. The immutable and decentralised nature of blockchain poses challenges in compliance with
data protection regulations, such as GDPR in the European Union, which mandates rights to data erasure, a
concept at odds with blockchain's permanence. Furthermore, the cross-border nature of digital advertising and
blockchain networks necessitates a nuanced understanding of international laws and regulations. To navigate
this legal landscape, stakeholders must engage with regulatory bodies early in the development process,
advocating for legal frameworks that support innovation while protecting consumer rights and ensuring fair
competition. Legal experts in blockchain and digital advertising should be consulted to navigate these regulatory
waters, ensuring that the AdChain framework aligns with current laws and is agile enough to adapt to future
legislative changes.

POTENTIAL IMPACTS AND CHALLENGES OF THE ADCHAIN FRAMEWORK
Potential Impact

Reduction in Fraud: The integration of blockchain technology into digital advertising, as exemplified by the
‘AdChain’ framework, has the potential to significantly curtail prevalent forms of advertising fraud.
Blockchain’s inherent transparency, immutability, and decentralised verification make it particularly effective
against common fraud types such as click and impression fraud. Case studies from initial deployments have
demonstrated how blockchain’s ledger system can authenticate each ad impression and click, ensuring that
advertisers pay only for verified engagements. This reduces wasted ad spend and restores trust between
advertisers and publishers. Enhanced Consumer Experience: AdChain is designed to foster a more relevant
and engaging consumer ad experience. By securely leveraging blockchain to store consumer preferences and
consent, the framework ensures that ad deliveries are tailored to individual interests while upholding stringent
privacy standards. Consumers gain control over their data, choosing how it’s shared with advertisers. This
personalised approach improves ads’ effectiveness and enhances consumer trust and satisfaction with the digital
advertising ecosystem. Economic Benefits: The economic implications of adopting the AdChain framework
are substantial for the advertising industry. By mitigating fraud, advertisers can achieve a higher return on
investment (ROI), channelling funds into compelling campaigns that reach genuine audiences. For publishers,
especially those with legitimate traffic, blockchain’s verification process can lead to higher revenues, as
advertisers are willing to pay premiums for verified engagements. The AdChain framework promises to create
a more efficient marketplace where advertising budgets are spent more judiciously.

Challenges and Solutions

Technical Challenges: Implementing a blockchain framework like AdChain comes with several technical
hurdles, including scalability, integration with existing ad tech stacks, and ensuring real-time processing of ad
transactions. Solutions such as layer-2 scaling or sidechains can be explored to address scalability, enabling
faster transactions with lower costs. Integration challenges can be mitigated by developing APIs and middleware
to facilitate smooth interactions between blockchain systems and traditional ad platforms. Additionally,
leveraging more efficient consensus mechanisms can ensure that the blockchain operates effectively in real-
time ad environments. Adoption Barriers: Widespread adoption of the AdChain framework faces barriers such
as resistance to change, lack of blockchain literacy, and regulatory uncertainty. Overcoming these barriers
requires a multi-faceted approach. Education and training programs can increase blockchain literacy among
stakeholders in the advertising industry. Collaborative efforts to develop industry standards and best practices
can help align stakeholders’ interests. Engagement with regulatory bodies will also be critical to clarifying legal
frameworks and ensuring compliance. Furthermore, demonstrating the tangible benefits of AdChain through
pilot projects and case studies can help build momentum for broader adoption.
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TABLE 5: Potential Impacts and Challenges of AdChain Framework

Aspect Details

Reduction in Fraud Blockchain’s transparency and immutability reduce opportunities for ad fraud.

Secure storage of consumer preferences and consent leads to personalised and
privacy-compliant ads.
Higher ROI for advertisers and increased revenues for publishers from
verified engagements.
Scalability, integration with existing ad tech stacks, and real-time processing of

Enhanced Consumer Experience

Economic Benefits

Technical Challenges .
; ad transactions.
Adoption Batrriers Resistance to change, lack of blockchain literacy, and regulatory uncertainty.
CONCLUSION

In summary, the AdChain framework represents a forward-thinking approach to addressing the most persistent
challenges in the digital advertising sector. By leveraging blockchain technology, AdChain aims to introduce a
new era of transparency, efficiency, and trust within the industry. The key takeaways from this discussion can
be encapsulated in the following points:

AdChain's deployment of blockchain technology offers a robust solution to the endemic issues of fraud and
opacity in digital advertising. By ensuring that every ad impression and click is verified and immutable, AdChain
significantly reduces fraudulent activity opportunities, thereby restoring trust between advertisers and
publishers.

Through its consumer-centric design, AdChain empowers individuals with greater control over their data and
the advertisements they receive. This improves the relevance and quality of ad experiences for consumers and
aligns with evolving privacy regulations and consumer expectations for data sovereignty.

The framework’s potential to diminish fraud and optimise ad spending presents substantial economic benefits.
Advertisers can expect improved ROI due to payments being tied to verified engagements. At the same time,
publishers stand to gain higher revenues from hosting legitimate ads, fostering a more lucrative ecosystem for
all legitimate stakeholders.

While AdChain’s promise is considerable, successful implementation requires overcoming technical challenges
and adoption barriers. Solutions involve enhancing blockchain scalability, ensuring seamless integration with
existing digital ad infrastructures, promoting industry-wide collaboration for standardisation, and addressing
regulatory considerations to facilitate broad adoption.

In conclusion, the AdChain framework proposes a transformative blueprint for the future of digital advertising.
Addressing critical fraud, privacy, and inefficiency issues paves the way for a more secure, transparent, and
effective advertising landscape. Success, however, is contingent upon collective industry effort, regulatory
support, and ongoing innovation to overcome technical and adoption hurdles. As we look forward, the
potential of blockchain technology in redefining digital advertising is both immense and imminent, marking a
pivotal step towards realising a more trustworthy and efficient digital advertising ecosystem.
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Appendix A

// SPDX-License-Identifier: MIT
pragma solidity "0.8.0;
contract AdChainPayments {
sttuct AdCampaign {
string adld;
address payable advertiserAddress;
address payable publisherAddress;
uint impressionCount;
uint clickCount;
uint engagementGoal;
uint paymentAmount;
bool isPaid;
H
mapping(string => AdCampaign) public campaigns;
// Event declaration for logging ad engagement updates
event EngagementUpdated(string adld, uint impressionCount, uint clickCount);
// Event for payment status
event PaymentProcessed(string adld, uint paymentAmount);
// Function to create a new ad campaign
function createCampaign(string memory _adld, address payable _publisherAddress, uint _engagementGoal,
uint _paymentAmount) public {
campaigns[_adld] = AdCampaign({
adld: _adld,
advertiserAddress: payable(msg.sender),
publisherAddress: _publisherAddress,
impressionCount: 0,
clickCount: 0,
engagementGoal: _engagementGoal,
paymentAmount: _paymentAmount,
isPaid: false
1);
}

// Function to update engagement counts
function updateEngagement(string memory _adld, uint _impressions, uint _clicks) public {
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require(campaigns|_adld].advertiserAddress == msgsender, "Only the advertiser can update
engagement.");

campaigns|_adld].impressionCount += _impressions;

campaigns|_adld].clickCount += _clicks;

emit EngagementUpdated(_adld, campaigns|_adld].impressionCount, campaigns|_adld].clickCount);

// Check if engagement goals are met

if ((campaigns|_adld].impressionCount + campaigns|_adld].clickCount) >=
campaigns[_adld].engagementGoal && lcampaigns|_adId].isPaid) {

processPayment(_adld);
}
H

// Ptivate function to process payment

function processPayment(string memory _adld) private {
campaigns|_adld].publisherAddress.transfer(campaigns|_adld].paymentAmount);
campaigns|_adld].isPaid = true;
emit PaymentProcessed(_adld, campaigns[_adld].paymentAmount);

H

// Function to get campaign details

function getCampaign(string memory _adId) public view returns (AdCampaign memory) {
return campaigns|_adId];

}
}
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